CHAPTER 9

TECHNOLOGICAL COMMUNICATION:

NOT JUST SURFING THE INTERNET

Learning Objectives:

1. To identify and explain the organizational intranet and its uses.

2. To become familiar with the uses of the Mobile Data Terminal.

3. To know the strengths and weaknesses of electronic mail (e-mail).

4. To identify and explain specialized databases such as AFIS and CODIS.

5. To explain the uses and benefits of technology in the courtroom.

6. To become familiar with new technologies in law enforcement and corrections.

7. To identify and explain the Internet and its uses.

8. To become familiar with bulletin boards and listservs and their uses.

9. To identify uses of electronic journals.

10. To examine the potential benefits of departmental web pages.

11. To identify and explain the concept, “cybercrime.”

12. To explain the migration of “traditional” crimes from the physical to the online world.

13. To list the reasons criminals are migrating online.

14. To explain the three challenges of crimes involving computers.

15. To list and explain the three ways computers are being used for criminal behavior.
 “There was a time when Andy Sipowicz, hero of ‘NYPD Blue,’ made the

perfect cop. He’s tough, street-smart and knows how to squeeze a perp till he

squeals. But old-school Andy lacks a skill that may soon be a prerequisite for 21stcentury

detective work: knowing how to glean secrets from a suspect’s hard drive.

In an age when computers hold the key to everything from terrorist plots to

accounting scandals, nearly every crime can potentially leave ‘digital

evidence.’”1

Technology has influenced the means by which communication occurs, and criminal

justice agencies, like most other professions, have also experienced a metamorphosis in the

manner, the speed, and the mechanisms by which they communicate. While some organizations

have greatly expanded their use of computer technology, still other criminal justice agencies are

on the verge of discovering the potential this tool offers. With the rapid advance in technology

and the declining cost of hardware, many law enforcement agencies have employed the use of

computers. However, technology in criminal justice agencies has not been limited solely to the

utilization of computers. Advances in audio and visual technology have also provided these

agencies with a wide array of options.

Additionally, due to the increase in use of computers and the Internet, criminals have

begun to exploit these technologies to commit crimes and to harm the safety, security, and

privacy of everyone.2 Titled “cybercrime,” this lucrative new venue for criminals is causing a

migration of “traditional” crimes from the physical to the online world as well as spawning a new

set of criminal activity that targets computer networks themselves. Criminal justice agencies are

facing technical, legal, and operational challenges in their battle with cybercrime. According to

Michael Chertoff, Assistant Attorney General, Criminal Justice Division, United States

Department of Justice, in his speech before the Subcommittee on Crime, U.S. House of

Representatives, on June 12, 2001, “… it is clear to me that cybercrime is an extremely serious

threat, and that its complexity and constant evolution present a tremendous challenge to law

enforcement.” This chapter will focus on some of these issues and the mechanisms by which

agencies are addressing them.
The Intranet (Organizational Network)

One of the most significant advances in criminal justice technology centers upon the use

of organizational networks often referred to in the private sector as intranets. An intranet is a

group of connected computers that exchange information and share equipment within a specific

organization. Prior to the advent of network typologies, criminal justice agencies relied upon

clerks, secretaries, or office personnel to retrieve information or data from extensive file cabinets

and records centers. This method of maintaining and retrieving data was extremely time

consuming, labor intensive, and costly.

In the corrections area, the use of intranets offers options that facilitate the manner in

which inmates are admitted to the institution, tracked during their incarceration, and their release

date established. Again, prior to the implementation of intranets, inmate files were stored in a

secured records facility and retrieval involved lengthy and arduous procedures. From a terminal

(computer) offering access to the organizational network, records can be reviewed by authorized

correctional personnel in order to confirm identities, to determine the appropriate classification

and assignment of inmates, to track inmates’ disciplinary problems, to review credit for “good

time,” as well as any other administrative functions.
Mobile Data Terminals (MDT)

The establishment of an organizational intranet allows authorized personnel to access

information from a variety of locations. Officers in patrol cars have access to database

information via the use of a Mobile Data Terminal (MDT). The Mobile Data Terminal is a

screen and keyboard that connects the patrol car to the central computer and allows the officer to

stay in contact with the dispatch center. The use of the MDT not only enhances the officer’s

ability to access information but also eliminates the need to use the police radio. Furthermore, the

use of the MDT provides an additional measure of security because the communication cannot be

accessed by the general public, unlike radio communication, which is frequently monitored by

civilians who possess police scanners.

MDTs allow officers to be dispatched on calls for service without the utilization of the

police radio. When a call is received, the MDT makes a noise—either a beep or a buzz. This

sound notifies the officer that an incoming call will be received on the terminal. As the call is

received, the officer reviews the nature of the call and the address and strikes a “function” key,

which notifies dispatch that the call has been received and that the unit is en route. When the

officer arrives at the designated address, another “function” key is struck which notifies dispatch

that the officer is on the scene and out of service. In some of the more advanced MDT units, a

follow-up tone will notify the dispatcher that the unit is still out of service and may require

assistance. This innovation was designed to ensure that dispatchers checked on the safety of

officers who have been marked out of service for a specified period of time.

Once the unit has handled the call, the officer returns to the unit and prepares an initial

offense report. At one point, offense/incident reports had to be prepared by hand. However, with

the development of appropriate software, reports may be generated by utilizing the MDT

keyboard to type and send them to a supervisor for review. One caveat, nonetheless, even though

you prepare your reports using the MDT, you still need to adhere to the rules of report writing

discussed in earlier chapters.

Once the report is completed and forwarded to the appropriate supervisor, the officer

again strikes a function key on the MDT which notifies the dispatcher that the unit has cleared

from that address and is in service or able to receive a call.

Another vital aspect of the MDT is the ability of the officer to retrieve information while

in the field. Frequently officers see suspicious vehicles and want to know to whom the vehicle is

registered. By utilizing the MDT, an officer may access the State Division of Motor Vehicle

(DMV) records and determine the owner of the vehicle. Additionally, officers may verify the

license status of a driver by accessing the DMV records to determine if the driver has a valid

operator’s license or if their privilege to drive has been suspended or revoked.

Officers frequently come in contact with a wide variety of individuals during the course

of their patrol activities and will routinely run what is referred to as a “wants and warrants

check.” The MDT allows them to ascertain the status of these individuals locally, state wide, and

nationally. Officers can obtain information from the Federal Bureau of Investigation’s National

Crime Information Center (NCIC) through a link from their MDT. They also have the capability

of retrieving data from their state system such as Virginia’s VCIN (Virginia Crime Information

Network).
Department or Bureau Terminals

Much like their MDT counterparts, these terminals (computers) allow authorized

personnel access to a variety of information. The only significant difference is that these

terminals are located on the desks of officers or supervisors or in a central location that is easily

accessible. Generally these terminals are used to prepare supplemental offense reports that have

been discussed elsewhere in this text. However, these terminals may be used to transcribe the

notes from victim, witness, or suspect statements. Additionally, these terminals may take the

place of typewriters in general office communication.

Department or bureau terminals may have expanded capability or access to information

unavailable to their MDT counterparts. Access to sensitive information, however, may be limited

to certain individuals by issuing passwords for specific levels. An example of sensitive

information may be a list of informants or suspected drug dealers that would be contained within

the narcotics or vice bureau. An administrative example of sensitive information would be the

salary structure for the department.

Typically, networked computers (terminals) require users to “log on” by typing in a user

name and a password. This user name and password are considered to be of an extremely

sensitive nature and, therefore, should be kept confidential. Only select administrative personnel

should have access to user names and passwords.

Electronic Mail (e-mail)

E-mail, or electronic mail, is a means by which a message, a bulletin, or other information

may be distributed to an individual or a group of individuals from a single source. E-mail is the

electronic equivalent of the U.S. Postal Service. However, unlike the postal service and the

confidentiality assumed in the delivery of a letter, e-mail can and is frequently monitored by

other individuals. These individuals may be supervisors or “hackers.” Either way, anytime e-mail

is sent, be aware of the fact that it is not generally secure.

E-mail may be a particularly effective means of disseminating information that must be

brought to the attention of a large group of people immediately, such as changes in the warrant

status of current offenders, changes in the current status of search warrants, or any modifications

to departmental policy.3 Additionally, e-mail may be utilized to handle the more mundane

aspects of organizational operation such as the date of change from summer to fall uniforms,

shopping vehicles for maintenance, or extra duty assignments. E-mail could also be utilized to

submit routine information like the number of officers on sick leave, number of officers on

vacation, or the number of officers on special assignment.

If e-mail is adopted as the official channel of intradepartmental or interdepartmental

communication, then it holds the same authority and status as any written document containing

the same information. The same rules of composition and grammar that are used to create a

written document also apply to e-mail.

Specialized Criminal Justice Databases

Two important databases that exist for use of criminal justice professionals are the

Automated Fingerprint Identification System (AFIS) and the Combined DNA Index System

(CODIS). AFIS is utilized at the national and state level. At the national level, AFIS is

maintained by the Federal Bureau of Investigation. At the state level, however, AFIS is

maintained by regional centers within the state that allow smaller local law enforcement agencies

access to this unique type of technology.

AFIS is a database where images of fingerprints are digitally scanned, stored, and

retrieved. Stored images may be compared against suspect prints retrieved from crime scenes in a

matter of minutes, as opposed to the days and weeks needed to sort through standardized

fingerprint cards currently utilized by fingerprint examiners across the nation. As a matter of fact,

hundreds of thousands of prints may be searched by AFIS within a matter of an hour. AFIS

provides a list of possible matches, which are then confirmed by the fingerprint examiner. These

possible matches are predicated on a standard of over 200 points of possible comparison. AFIS

technology is said to be 98-100% accurate. However, AFIS technology is not a panacea. Some

limitations exist with this technology, in particular, the breadth of the fingerprint database. In

other words, if a suspect’s print is not located in the database, then no positive match will be

recorded or achieved.4

A recent development in fingerprint technology involves the use of the live scan

fingerprinting process where law enforcement officers are permitted to print and compare a

suspect’s fingerprints without inking the fingertips. The suspect’s hand is placed on a glass plate,

which is digitally scanned and sent via telephone lines to an AFIS computer center for immediate

comparison. The Los Angeles County authorities today operate the largest live scan system in the

world. They have 97 live scan stations serving 48 police agencies. This system also allows

correctional officers to immediately determine the warrant status and arrest history of inmates.

The value of this new technology is in the prevention of prematurely releasing offenders who

have been arrested and who have attempted to conceal their identities to avoid incarceration.

Furthermore, magistrates or judges now have information which may assist them in determining

bond status—whether or not to grant bond or the amount of bond which should be posted in

order to insure the appearance of the defendant.

CODIS is a national DNA database which allows state and local law enforcement

agencies to link serial crimes—most prominently, violent sexual offenders—and to identify

suspects by matching DNA from crime scenes with the DNA of convicted sex offenders. This

database is being developed and maintained by the Federal Bureau of Investigation (FBI).

Currently, 90% of the states have passed legislation requiring convicted sex offenders to provide

DNA samples for the national database.

Principally, two types of DNA tests exist: PCR and RFLP. Prior to the use of PCR

(polymerase chain reaction), RFLP (restriction fragment link polymorphism) was used as

the primary means in DNA (deoxyribonucleic acid) testing. In RFLP, genetic material is

extracted from the sample and mixed with enzymes to cut the DNA into fragments. The

fragments are put into a special gel and exposed to an electrical charge to sort the fragments by

size. After they are exposed to electricity, genetic tracers are used to lock onto specific fragments

of the DNA. These tracers reveal a pattern. This evidence sample pattern is then compared with

the sample from the victim and from the suspect.

PCR (polymerase chain reaction), on the other hand, produces billions of DNA strips

that can be reproduced rapidly in a test tube. The amplified DNA is then analyzed and the

evidence sample is compared with that of the victim and the suspect. The PCR technique has

been used to assist pathologists in identifying the remains of soldiers killed in war, to assist the

FBI in identifying suspects of the Word Trade Center bombings, and to free individuals wrongly

convicted of rape and murder.

Recently, many major metropolitan departments, such as Dallas, Texas, and Seattle,

Washington, have formulated Cold Case Squads. These Cold Case Squads review case folders or

file folders of unsolved homicides or other violent crimes. AFIS and CODIS are part of the

computer technology that has assisted these Cold Case Squads in resolving these past crimes.

Technology in the Courtroom

Nothing is more dramatic than the positive identification of the suspect by an eyewitness

in the courtroom. However, this type of identification is frequently exploited and dismissed by

defense attorneys. Research has shown that unfortunately the human memory is fallible, and

positive eyewitness identification is not always an asset. Historically, suspects have been

identified through a variety of means including in larger metropolitan departments the “sketch

artist.” Victims or witnesses would come to police headquarters and provide an artist with details

from which a sketch or composite would be created. In some instances, these sketches or

composites were remarkably accurate. Unfortunately, in some instances, these sketches or

composites were remarkably inaccurate.

Since sketch artists are few in number and not readily available, several attempts were

made to create a library of different facial characteristics. Generically, these attempts were

marketed as “Ident a Kits.” Initially, these Ident a Kits provided investigators with a means of

developing a visual representation of a suspect without having any particular expertise or

specialized training in sketching. Ident a Kits are transparencies that overlay each other in order

to develop a facial reconstruction of a suspect.5 The investigator begins with a facial shape such

as round, oval, or square, and from this point proceeds to the shape of the eyes. Then the shape of

the nose and the mouth, the hairline and its relationship to the ears are developed until ultimately

a visual representation of the suspect is created.

An improvement on the Ident a Kit resulted from the creation of computer-aided

identification software. These software programs typically store more than 100,000 different

facial features or images. By using key commands or a computer mouse, a facial reproduction

may be electronically composed, stored, and printed within a matter of moments. Furthermore,

this image may be distributed very rapidly to local, state, or national authorities that may assist in

the apprehension or detention of a suspect. A valuable aspect of the computer-aided

identification system is that, if necessary, it may be reproduced in court and provide the jurors or

judge with a visual representation of how the technology assisted in developing and questioning

the defendant.

The computer-aided identification system is not the only tool of technology available to

the prosecutor in the courtroom. The axiom, “a picture is worth a thousand words,” is never more

true than in a courtroom setting when the prosecutor is trying to describe a crime scene and the

relationship that may exist between pieces of evidence. AutoSketch and CompuScene are two

examples of computer software that aid an evidence technician in diagramming a crime scene.

Crime scenes presented in court are the result of a scaled final product prepared by a law

enforcement evidence technician. Upon arrival at the crime scene, an evidence technician

prepares a rough draft of the scene, which includes the position of the victim, any evidence, and

the layout or design of the area. These technicians formulate a sketch by utilizing a variety of

methods, but three of the most prominent are the grid, triangulation, or cross-projection. These

methods allow technicians to accurately draw the crime scene and to insure the relationship

between pieces of evidence is factual. Once this diagram is completed, then a scaled drawing is

constructed by the technician for display in court. AutoSketch and CompuScene allow these

technicians to more efficiently and effectively create diagrams of the crime scene.

Other design technologies similar to AutoSketch and CompuScene are utilized in the

recreation of crime scenes and traffic accidents. However, the use of these technologies for court

purposes has been limited. Generally, these technologies have found more success in civil

proceedings than in criminal trials.

Furthermore, with the declining cost and increasing availability of video equipment,

video camera recording of crime scenes has become more prolific. A distinct advantage to

camcording crime scenes is the addition of color and the clarity with which the scene may be

presented. Jurors and judges are impressed with being able to view the entirety of a crime scene

and the relationship that exists between the evidence and its relative position in a specific

location. Camcording could eliminate the necessity of transporting the judge and/or jury to the

actual crime scene, thereby saving time and money for the local jurisdiction. An important factor

to consider given today’s high cost of prosecution.

Video cameras are also being used in law enforcement vehicles to monitor the officer’s

safety and to serve as a visual confirmation of the officer’s observations and the suspect’s

actions. In many instances, defendants who are charged with driving under the influence plead

guilty once they or their attorneys have viewed the officer’s videotape of the traffic stop. In other

cases, suspects have been found guilty by a judge or jury as a result of having viewed the

videotape. In extreme cases where officers are injured or killed, in addition to serving as

evidence in the trial of the suspect, these videotapes serve as a graphic training reminder for new

officers and seasoned veterans to remain vigilant.

Video cameras do have some drawbacks, however. Some judges will not allow

videotaped crime scenes to be used in their courtroom. Therefore, local agencies must always

insure that rough sketches and finished to-scale diagrams are present for court. Furthermore,

during the videotaping process, the camera should not be started and stopped. In other words, no

gaps should exist in the taping for these voids serve as points of attack for the defense or areas

about which the jury may speculate.
New Technologies in Law Enforcement

Just as Video cameras are utilized in patrol cars to intensify an officer’s testimony, other

government agencies are experimenting with the use of new technology to enhance training and

performance for their new personnel. In particular, trainers at McKenna Range, an urban-combat

training facility at Fort Benning, Georgia, have installed Simulcast AAR (after-action review)

software. Simulcast AAR records and replays live video from the 70 Video cameras positioned

throughout the training facility. The software records every movement in MPEG-1 or MPEG-2

video files for immediate computer playback. As the soldiers complete their maneuvers, they

leave the field and immediately are able to review their battle tactics and strategy on a computer.

Instructors are able to move to a particular moment and camera with the click of a mouse,

thereby helping participants to identify mistakes and to learn corrective measures. In the past,

instructors had to observe these large-scale training simulations and record what happened during

the action. A feat near impossible since no one can observe and record the actions of a large-scale

simulation without failing to note some miscues. Since implementing this program, however,

better communication and fewer war-game casualties have resulted.6 This program can be

adapted for any large group of persons who work together as a team, and it definitely has

implications for use in law enforcement training academies.

Some law enforcement training academies use a technology similar to Simulcast AAR in

their firearms training. A standard firearms training technology has been FATS (firearms

training system). This type of technology places police officers in a variety of scenarios, which

forces them to make “shoot/don’t shoot” decisions, and thereby strengthens their decisionmaking

skills. Additionally this type of training limits the possible liability of the officer and the

agency with respect to an excessive force civil lawsuit.

New Technologies in Corrections

Booking suspects in the docket has historically involved fingerprinting and

photographing. Photographs were taken in black and white with the standard 35 mm camera.

While this provided a visual representation of the suspect, these pictures were not always the best

quality. Differences in skin tone, light facial hair, or facial scars were not always discernible. In

an effort to enhance the visual quality of these photographs, color film was introduced. Now,

with the availability of digital cameras and the adjoining software, photographs of suspects have

taken a huge leap forward. Digital cameras allow a suspect to be photographed from at least three

different angles and for this information to be stored in the local computer database. Those facial

anomalies that were previously undetectable may now be enhanced in order to provide a better

photograph or description of the subject. Furthermore, these photographs may be altered by

means of new software to reflect the addition or removal of mustaches, beards, toupees, glasses,

etc. Since these photographs may be stored in a computer, the accompanying disks may be reused

at a fraction of the cost spent to purchase, develop, and store traditional film.

In addition to the digital camera, certain metropolitan departments are using the

previously mentioned live scan fingerprint process. These two new technologies not only

improve the processing of incoming suspects, but they also reduce the possibility that violent or

repeat offenders will be released or lost in the system.

Rural counties in West Virginia are currently experimenting with an innovative approach

to arraigning suspects. This new approach involves synchronous transmission of information.

Synchronous transmission of data or information is “real time” transmission or reception of

video images and audio. A suspect in the local jail is taken to an interview room that contains a

microphone, television camera, and a monitor. The suspect is able to hear as well as to see the

local magistrate or judge, who advises him/her of the charge and the determination of bail. Local

law enforcement agencies are pleased with this adaptation of existing technology because it

eliminates the need to transport prisoners over long distances and reduces the probability of an

escape attempt. Deputies may be reassigned to other duties or placed in the field rather than used

for transport details.

The Internet: Criminal Justice’s Newest Weapon

On college campuses, in homes, and in private industry across the country, the Internet

has exploded. Businesses advertise, students and family fraternize, and professors and teachers

educate using this superhighway system. Moreover, law enforcement professionals around the

world are now using the World Wide Web as a means of tracking and capturing criminals,

communicating between agencies, isolating and identifying problem areas, and establishing a

link with the outside world which was previously possible only through personal contact.

What is the Internet?

The Internet is a worldwide computer network that is comprised of thousands of

networks connected together. As discussed earlier under the topic of Intranets, a network is a

group of connected computers that exchange information and share equipment (i.e., printers,

etc.). The Internet, the largest computer system in the world, is often called the Information

Superhighway, Cyberspace, or the World Wide Web.

Originally, the Internet was utilized by the government, the military, and faculty at

institutions of higher learning as a research tool. In the late 1980s and early 1990s, use of the

Internet grew astronomically to include college students, businesses, and the average family.

Today, millions of locations can be accessed from a personal computer equipped with a

modem and access to an Internet service. Computer crime specialists use the Internet to exchange

techniques and information; forensics experts are exchanging data with their counterparts; and

crime prevention specialists, dispatchers, officer survival experts, and other law enforcement

specialists are recognizing the benefits of “surfing” the Word Wide Web.

Commercial Service Provider

In order to begin your journey in cyberspace, you must first have the appropriate

equipment and access to the Internet. You need specific equipment such as a computer, a modem

(exchanges information between your computer and the Internet), a telephone line or ISDN

line (Integrated Services Digital Network is a special telephone line specifically designed for

the transmission of computer data at very high speeds), and then you must acquire a service

provider (a company that gives you access to the Internet for a fee) and their concomitant

program for accessing the Internet.
The easiest, most cost effective means of accessing the World Wide Web is through a

commercial service provider. You have probably heard of America On-Line, CompuServe, or

Microsoft Network. Any one of those services could provide you and your agency with access to

the Internet. Most commercial services provide the software you will need to use the Internet, but

you must have your own computer, modem, and telephone service. A dedicated telephone line

would be the optimum set-up since you do not want to restrict community access to your law

enforcement agency because someone was using the Internet and tied up the phone line.

As far as cost of service goes, Internet providers charge a monthly fee for online time.

Most services, however, offer unlimited access per month for a set fee. An important factor to

consider in selecting a commercial service provider is the telephone number for connection to

your service provider. If that telephone number is out of your area code or is considered long

distance by your telephone company, you will be charged for the number of minutes you spend

surfing the net since that is long distance phone time. You want to utilize a service provider

within your local telephone area.

Bulletin Boards

A bulletin board system (BBS) is often called a “chat” room where people with similar

interests meet online to discuss issues of importance. Bulletin boards exist for political activists,

hobbyists of all types, collectors, and law enforcement officers, to name a few. Anyone who has

access to the Internet can become part of a bulletin board system. Bulletin boards frequently have

ongoing discussions concerning noteworthy events, and anyone can set up their own BBS. For

this reason, many bulletin boards are transitory. In some cases, this temporary status is a benefit

because many unscrupulous people use BBS as a means of defrauding credit card consumers, and

pedophiles and other deviants use them to spread illicit information online.

A BBS allows individuals to leave messages on the Internet that may be read and

answered by anyone who has access to that bulletin board. In a more sophisticated BBS,

individuals may conduct an online discussion where one individual leads the discussion and

others reply and interact. Many law enforcement agencies maintain bulletin board systems as

public relations tools. Some examples of bulletin board systems of interest to law enforcement

professionals are

_ Topcops of IRC

_ Streetcops IRC Network

_ WBS Doorway—Law Enforcement

ListServs

Requiring only an e-mail connection, listservs are one of the most cost effective means

for networking among criminal justice professionals worldwide. Individuals join a listserv by email.

Most often, you are required to e-mail the listserv address and state your desire to subscribe

to that service. The listserv will respond by e-mail to your request and advise you that you are

now a subscriber. Shortly thereafter, you will begin to receive e-mail from the listserv.

As a member of a listserv, you have several options. You may read the current

information and message traffic between other subscribers and make no response–in which case

you are referred to as a “lurker.” However, if you so desire, you may comment upon new items or

items discussed by other listserv members and become an active participant in the discussion

group.

Some listservs are moderated by a list owner who reviews each message and decides

whether or not to send it to the subscribers. The list owner can also edit messages before sending

them. Examples of listservs that may be of interest to the criminal justice professional would be

as follows:

A. BJS, The Bureau of Justice Statistics. Provides information on crimes and

victims, drugs and crime, criminal offenders, and special topics. To subscribe to

the listserv, visit the web address for the Bureau of Justice Statistics,

<www.ojp.usdog.gov/bjs>.

B. Justice Information Center. A service of the National Criminal Justice

Reference Service. This site is one of the most extensive sources of information

on criminal and juvenile justice in the world. A collection of clearinghouses

supporting bureaus of the United States Department of Justice Office of Justice

Programs, the National Institute of Justice, and several other government

agencies. To subscribe to the listserv for the Justice Information Center, see their

web page at <www.ncjrs.org/>.

A listserv that receives a great deal of attention in the police community is POLICE-L.

Membership in this listserv, however, requires that the subscriber send proof of either active or

retired law enforcement status.

Examples of other listservs available for membership, depending on your area(s) of

interest and specialization, are described as follows:

1. CJTREAT. This listserv is dedicated to treatment issues within criminal justice

prison systems. All aspects of treatment behind prison walls, including medical,

mental, health, substance abuse counseling, recreational therapy, education and

schools, halfway houses, parole and probation programs, behavior modification,

and any other treatment provided for criminal justice offenders. All interested

parties may subscribe to this list by sending e-mail to

<majordomo@lists.downcity.net>

and place the following command in the body of your e-mail message:

subscribe cjtreat

2. CJUST-L. Hosted by the City University of New York’s John Jay College of

Criminal Justice, this listserv has a subscribership of approximately 1200. This is

a high-volume list with various subscribers, including students. With the

exception of POLICE-L (a closed list for only current law enforcement officers),

CJUST-L is the world’s largest discussion list dedicated to justice issues. To

subscribe, send e-mail to

<listserv@listserv.cuny.edu>

stating simply in the body of your e-mail message

“subscribe CJUST-L YourFirstName YourLastName”

3. CORREX. This listserv is the United State’s National Institution of Corrections’

public forum for the discussion of corrections issues and practices and for the

exchange of views and information. It is also intended to facilitate communication

between the institute and field practitioners, policy makers, researchers, etc. To

subscribe, send e-mail to

<correx-request@www.nicic.org>

Leave the subject line blank and include the word “subscribe” in the body of your

message.

4. JUSTINFO. Sponsored by the United States Department of Justice, Office of

Justice Programs, this electronic newsletter service provides the latest criminal

justice news and information. To subscribe, send your e-mail message to

<listproc@ncjrs.org>

and state in the body of the message

subscribe justinfo YourFirstName YourLastName

5. PRISON-L. Yale University hosts this discussion list on prison issues and topics.

To subscribe, send e-mail to

<listproc@lists.yale.edu>

and state in the body of the message

SUBSCRIBE PRISON-L YourFirstName YourLastName
6. UNIVPD-L. A discussion list for sworn law enforcement officers, its purpose is

to provide a forum for law enforcement officers to discuss issues of campus

safety, crime prevention, and law enforcement as they relate to university and

college environments.

Electronic Journals

Criminal justice administrators will find a variety of information on a plethora of topics

located on the Internet. The most useful tool for gathering and examining information on topics

of current interest may well be electronic journals. These journals are generally published by

leading authorities in the field or in academia. Some examples of available electronic journals are

as follows:

1. Journal of Criminal Justice and Popular Culture <www.albany.edu/scj/jcjpc>

“Is a scholarly record of research and opinion on the intersection of crime,

criminal justice, and popular culture.”

2. American Journal of Criminal Justice <www.louisville.edu/journal/ajcj/>

Is “a multidisciplinary journal devoted to the study of criminal and deviant

behavior, the social and political response to crime, and other phenomena related

to crime and social justice.”

3. Law Enforcement Internet Intelligence Report <www.lawintelrpt.com/>

“A monthly newsletter that provides law enforcement with a digest of the best

relevant information for law enforcement on the Internet.”

4. Police and Science Management <www.henrystewart.co.uk/journals/PSaM/>

 “The major new journal on best practice and latest thinking and research in police

science and management ….”

Law Enforcement and the Internet

As evidenced by the introductory scenario that occurred in State College, Pennsylvania,

the Internet has practical applications for small- to medium-sized police departments. In a town

that is predominantly populated by college students, law enforcement officers are constantly

required to investigate offenses involving students in off-campus disputes and altercations.

Oftentimes, students are uncooperative, not desirous of providing information which they feel

may not be in their best interests. However, as most college professors who utilize E-mail in their

classrooms have discovered, students are more likely to express honest opinions when there is no

required one-on-one confrontation. Having the ability to provide information without fear of

identification or conflict, students come forward more readily. State College Police depended on

this anonymity to help them identify their perpetrators. Crime Line and Tips programs have

utilized this approach (anonymity) in the past, but the addition of this technology adds a new

twist to an old program.

According to Ken Reeves, a Microsoft Corporate manager,7 more than 2,000 police

agencies have gone on-line. As an example, in northern California, Placer County residents can

file complaints, commendations, and crime reports on the sheriff department’s Internet site; in

Roanoke County, Virginia, citizens can click on a map to find out about the latest crimes in their

communities; and in Seattle, Washington, the Internet was credited for helping to capture a bank

robber who was hiding in Guatemala.

The Internet is a powerful, versatile law enforcement tool because it offers instant

communication and it crosses jurisdictional barriers. Citizens are able to report crimes, ask

questions, and obtain information, all instantaneously. Law enforcement officials are also able to

receive information, post pictures of wanted criminals, and communicate with local citizens.

Many web sites have been developed which are linked to federal agencies and state police

departments. One of the best-known sites is CopNet [www.copnet.org]. CopNet touts itself as a

“free community service without affiliation to any police agency, government body, or special

interest group of any kind unless clearly stated.” CopNet maintains links to international

agencies, crime prevention, search and rescue, electronic crime, events, firearms, forensics, list

servers, missing, most wanted, seminars, security agencies, traffic, training, fitness, and

standards, and other sites of interest to the police world. The Federal Bureau of Investigation, the

United States Department of Justice, and the International Association of Chiefs of Police also

maintain Internet sites for public access.

You need only search the web for police sites, and a myriad become available for you to

view–just one click away. In addition to the information mentioned previously, these sites carry

information on training, where to get training, how much an officer can expect to be paid,

physical standards for officers, job vacancies, etc. Training academies that specialize in law

enforcement preparation use the Internet as an advertising forum for their programs as well.

According to Cmdr. Dave Pettinari of the Pueblo County, Colorado, Sheriff’s

Department, criminals will use cyberspace increasingly to commit thefts and to escape

punishment. Moreover, without a law enforcement presence on the Internet, criminals have the

distinct advantage. The public’s concern for the increase in crime demands that law enforcement

develop new, more efficient ways to communicate criminal justice information. One of the ways

to meet this demand is for law enforcement agencies to develop and utilize a web site so that they

have a visible presence in the cybercommunity.

As evidenced by the information presented beforehand, access to the Internet provides

law enforcement agencies with another tool to serve their communities more effectively.

Unfortunately, many police departments do not understand how this system can benefit them and

have yet to make use of the Information Superhighway.

Cybercrime

As mentioned in the introduction to this chapter, Cybercrime is of increasing concern to

criminal justice agencies. Crimes such as threats, child pornography, fraud, gambling, extortion,

and theft of intellectual property are migrating to the online world. Other crimes such as hacking,

releasing viruses, and shutting down computers by flooding them with unwanted information

(“denial of service” attacks) are on the rise leading to an entirely new set of criminal activity.

Computer crime also has global connotations. Criminal Justice agencies in the United

States, and in other nations as well, are seeing computers being used for criminal behavior in

three ways:

· “First, a computer can be the target of an offense. When this occurs, a computer’s

confidentiality, integrity, or availability is attacked. That is services or information

are being stolen, or victim computers are being damaged. The denial of service

attacks that were experienced by numerous Internet sites earlier this year and the

recent proliferation of the “I Love You” virus and its variants are but a few

examples of this type of computer crime.

· Second, a computer can be used as a tool for committing criminal behavior. This

category includes those crimes that we in law enforcement have been fighting in

the physical world but now are seeing with increasing frequency on the Internet.

These crimes include child pornography, fraud, intellectual property violations,

and the sale of illegal substances and goods online.

· Third, a computer can be incidental to an offense, but still significant for our

purposes as law enforcement officials. For example, pedophiles might store child

pornography and drug traffickers and other criminals may store business contact

information on their computers.”8

The reasons that criminals are moving from the physical to the online world is four-fold:

1. They can reach more victims quickly;

2. They can collaborate with other criminals;

3. They can disguise their identities; and

4. They can use the global nature of the Internet to remain anonymous.
Because of the ease with which criminals can access technology and use computers for

criminal behavior, law enforcement agencies are facing challenges in their battle with cybercrime

on three fronts: technical, legal, and operational.

Technical challenges are those that hinder law enforcement’s ability to find and

prosecute criminals operating online. Examples of these challenges are when a hacker disrupts

air traffic control at a local airport, when a child pornographer sends computer files over the

Internet, when a cyberstalker sends a threatening e-mail to a school or a local church, or when

credit card numbers are stolen from a company engaged in e-commerce. Because in these

instances investigators have to locate the source of the communication, law enforcement officials

must trace the “electronic trail” leading from the victim back to the perpetrator. This task can be

very difficult, though, if the perpetrator attempts to hide his/her identity, if technology hinders the

investigation, or if the investigator requires international cooperation.

Cybercriminals who are experienced or more “sophisticated” know how to conceal their

fingerprints in cyberspace. They often weave their communications through service providers in

a number of different countries to hide their tracks. In addition, they might use other services

available in some countries, which increase their anonymity. Pre-paid calling cards are one

example of a technology that makes identifying criminals more difficult.10

The second type of challenge faced by criminal justice professionals is in the legal arena.

If the law enforcement community is to deter and punish cybercriminals, a worldwide legal

structure supporting detection and successful prosecution of these offenders is necessary.

Because of the pace at which technological advances occur, the legal tools and laws defining

computer offenses often lag behind. The absence of these standards create legal challenges for

criminal justice agencies. Another problem arises when some countries have not yet adopted

computer crime statutes. As J. K. Robinson stated in his presentation to the International

Computer Crime Conference, (May 29-31, 2000), “at a time when the number of crimes carried

out through the use of computer technology is increasing at an alarming rate, it is especially

important that law enforcement officials around the world demonstrate that such crimes will be

punished swiftly and with an appropriate degree of severity.”

The third significant challenge facing criminal justice agencies around the world is that of

operational challenges. Because of the complexity of technologies surrounding computerrelated

crime, jurisdictions must have individuals who are dedicated to high-tech crime and who

have a firm understanding of computers and telecommunications.11 The United States

Department of Justice has a cybercrime program known as the Criminal Division’s Computer

Crime and Intellectual Property Section (CCIPS). This cornerstone of cybercrime detection and

prevention was founded in 1991 and, as of May 2000, has grown from five attorneys to twenty

attorneys.12

As part of the investigative side of cybercrime, the National Infrastructure Protection

Center (NIPC) was created in 1998 to coordinate the FBI’s investigation of computer crimes. As

of this year (2000), approximately 100 investigators, computer scientists, and analysts are

working on computer crime in the NIPC. Also, the FBI has almost 200 agents located in the FBI

field offices throughout the United States who are assigned to investigate computer crime.13

In conclusion, cybercrime and the appearance of cybercriminals have given a new threat

to individuals, businesses, and governments around the world. Criminal justice agencies

worldwide must heed the advice of J. K. Robinson: “Given the quickly evolving nature of

computer technology, … continue to increase … computer forensic capabilities, which are so

essential in computer crime investigations. Twenty years ago, a new police officer was given a

gun, a flashlight, and a notepad. When that officer retired, the three items would be returned to

the police department, and the only intervening equipment expenses would have been

replacement bullets, batteries, and note paper. Today, keeping pace with computer criminals

means that law enforcement experts in this field must be properly equipped with the latest

hardware and software.”
Summary

Criminal justice professionals in both law enforcement and corrections have long been

enamored with technology and its potential application. This fascination has traditionally been

limited to specialized weaponry or equipment used in subduing aggressive violators. Tasers and

stun guns are two examples of this technology. However, as the sophistication of criminals and

criminal behavior has increased, so has the technology with which to detect and apprehend these

individuals. AFIS and CODIS, two specialized and independent databases, represent tremendous

advances in crime fighting capability. In conjunction with the organizational intranet and the

Internet, they provide access to essential information regarding fingerprinting and DNA testing.

The organizational intranet and Internet serve as two primary means of communication to

disseminate information among law enforcement agencies and to help stem the tide of criminal

activity. Furthermore, these two communication tools assist corrections personnel in maintaining

a complete and accurate record of incarcerated individuals and in insuring that the guilty pay the

fullest measure of their debt to society.

Other criminal justice technology such as MDTs, live scan fingerprinting process, and

synchronous transmission not only increase the effectiveness of law enforcement and corrections,

but they also help to insure that the public is provided with the best and most cost effective

means available for maintaining a safe community.

The migration of “traditional” crimes from the physical to the online world is increasing.

Cybercrime has become more lucrative to the criminal because of the ability to disguise

identities, to reach more victims quickly, and to collaborate with other criminals. As computer

technology advances with the identification of fingerprints and DNA, so too does the

identification of cybercriminals become ever important. Agencies are constantly searching for

officers with new skills in computer investigation and telecommunications. Additionally,

governments need to develop global legal structures that will support detection and successful

prosecution of offenders. To keep pace with the cybercriminal of today, criminal justice agencies

must be properly equipped with cutting-edge software and hardware, and also be confident of

laws and statutes governing prosecution of cybercrimes.
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Discussion Questions

1. Compare and contrast an organizational intranet and the Internet.

2. Evaluate the effectiveness of the Mobile Data Terminal (MDT).

3. Are MDT transmissions superior to police radio transmissions? Why or why not?

4. How do specialized databases such as AFIS and CODIS aid in law enforcement?

5. Compare and contrast the value of CompuScene and AutoSketch and the traditional

methods of grid triangulation and cross-projection.

6. Compare and contrast the use of videotaping a crime scene and the traditional method of

sketching.

7. List the advantages and disadvantages of installing video cameras in law enforcement

vehicles. Explain each statement.

8. List the advantages and disadvantages of having a departmental web page.

9. What are some uses for criminal justice bulletin boards or listservs? How are they useful?

10. Suggest ways in which technology may enhance the effectiveness and efficiency of law

enforcement and correctional agencies.

11. Ethical Issue: Should individuals who have paid their debt to society still have a DNA

record stored in CODIS? Why or why not?

12. Ethical Issue: Is videotaping an individual suspected of a crime an invasion of privacy?

13. Ethical Issue: Who should be responsible for retrieving, reviewing, and storing

videotapes from law enforcement vehicles?

14. Ethical Issue: If an officer is accused of wrongdoing, which may be captured on the

patrol car videotape, should it be used in an internal affairs investigation?

15. Ethical Issue: If an officer is accused of wrongdoing and it is captured on videotape that

is used by internal affairs for departmental disciplinary procedures, could the same

videotape be used in a criminal prosecution?

16. Ethical Issue: Should individuals be punished who use the computer and the Internet to

enter networks and databases to which they have no authorization? Keep in mind that

most young “crackers” enter these sites for the challenge rather than to tamper with or

remove information.

17. Ethical Issue: Most of us know that it is wrong to break into our neighbors’ houses and

steal things or damage their property. Is there a correlation between this behavior and

computer hacking and virus dissemination? Why or why not?
REASONS TO HAVE A LAW ENFORCEMENT HOME PAGE

1 Establish a presence

2 Network with other agencies, individuals, etc.

3 Make information readily available for community and others

4 Serve citizens more effectively and efficiently

5 Heighten public interest in law enforcement issues

6 Release time-sensitive materials

7 Answer frequently asked questions

8 Stay in contact with employees

9 Create a 24-hour service

10 Make updating and changing information quick and easy

11 Solicit feedback from customers and community

12 Test-market new services (i.e., Citizen Police Academy)

13 Reach the media

WAYS IN WHICH LAW ENFORCEMENT IS USING THE INTERNET

1 Exchanging information with other departments/agencies on police procedures and

technical matters

2 Exchanging information with the public—getting the public’s opinion on service, the

public’s perspective on the use of force, etc.

3 Sharing criminal and safety information with the public (i.e., missing persons reports,

crime alerts [fraud, robbers, rapists], requests for help from the public—solving

crimes, etc.

4 Communicating with experts

5 Keeping in touch with officers from other departments/agencies met through

conferences, training courses, and investigations

6 Exchanging intelligence across jurisdictional lines

