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Management Summary
On April 3, 2006 Group One met with library employees and participated in their daily activities in order to better understand how their present system works. 
The existing Hillsdale library information system is still using the early twentieth century Newark System to manage check-in and check-out procedures. This system is woefully outdated for today’s Information Age. After analysis of user demands on the old system and user requirements of the proposed new system, Group One offers the following proposal: A ready to go solution for the Hillsdale Library can be completed for $86,000 in one-time costs for equipment and installation, $194,000 in labor costs to the management and staff and be ready for patron usage within 30 days of project start.
Present System Design

Background

Until recently, Hillsdale Wyoming was a small community where time and progress seemed to have stopped fifty years ago.  The occupants of the town derived most of their income from cattle ranching or seasonal hunting and fishing tourism. After the 2001 terrorist attacks the price of oil started its upward climb and previously uneconomical sources of energy were revisited for potential exploitation. Since Hillsdale was centrally located amid several large, undeveloped underground natural gas fields, the town underwent rapid expansion with the influx of infrastructure and support personnel for the developing gas fields.

The city of Hillsdale is now flush with funds from gas field royalties and the increased tax base. The city managers have decided to invest these funds in one or more projects including creation of public parks, creation of a community center, enlarging and modernizing the regional hospital and updating and enlarging the city library.

Group One has been tasked with creating a SDD and accompanying presentation regarding the possible update of the city library information system. 

Description of the Present System

The following is a summary of Group One’s April 3, 2006 meeting with library employees when we participated in their daily activities in order to better understand how their present system works. 
The existing Hillsdale library information system is still using the early twentieth century Newark System to manage check-in and check-out procedures.  For those  who are not familiar with this system it functions as follows:

Book card procedure
· Each book has a pocket attached to the inside cover

· Each pocket contains a card with the book’s call number, author, Title and other identifying data

· When a book is checked out, the card is removed from the pocket and the patron’s ID number and due date is entered on the card

· The book card is kept by the library staff and filed in one of 19 dated checkout folders (18 day checkout period). At the beginning of each day the rear-most folder is pulled from the back and moved to the front. This folder contains book cards that were checked out 19 days ago and are now overdue. Any book cards remaining there are placed in the overdue file and the date on the folder is changed to the current date to accept today’s new checkouts. 

The book card file provides an effective control on the prompt return of books. It also allows the location of checked out books to be determined although this has never been completely satisfactory due to the need to look through all of the 19 dated checkout folders.

Patron card procedure
· For each patron there is a patron card held in a file

· When a patron checks out  or checks in a book, the patron card is pulled and the transaction is recorded on the card

The patron card file provides control over how many books can be checked out by a patron, the appropriate levy of overdue fines and possible denial of further library services.

Card Catalog System

Each book that enters library inventory is given three cards. 

· Title card

· Author card

· Subject card

Each card has the following information

· Title

· Author

· Subject

· Call number

· Library ID number

Each of the three cards are stored it their respective card catalog files

· Title card file

· Author card file

· Subject card file

These three file systems allow the patrons to reference books in three different ways.

System Component Details
During the April 3, 2006 investigation when Group One met with library employees and participated in their daily activities, details of how the new system would work were discussed.  The following is based what capabilities both the clients and staff would expect from a modern IS.  

Program Design
The program is a graphic user interface (GUI) between the database implementation and the following user groups:

· DBA
· Staff

· Library Users

Accessibility and User Capabilities

There will be three levels of user accessibility and capability in the new system: 

· DBA – Complete access and responsibility for DB security, maintenance and user interfaces
Typical tasks:


Add new staff member

Reset staff passwords


Grant privileges to assistant DBA


Deal with anomalies
· Staff – Read and query privileges on all book and borrower tables. Limited update privileges to book and borrower tables
Typical queries:


Enroll new borrower 

View and/or update all borrower properties 

· Borrower – Read and query privileges on limited  book tables
Typical queries:


Search by title, subject, author


Search by any accessible field(s)

Miscellaneous Actions Performed by User / Entities

· Borrower

Enroll as borrower

Pay fines

· Staff 

Notify delinquent patrons in some way

Update generated delinquency list

Request modifications or additions to DBA

Collect  fines and charges

· System

Detect delinquent borrower at checkout

Generate delinquency list

The program main line is described in the following flowchart:
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Input Output Design

The program being developed for Hillsdale Community Library includes the following items as inputs and produces the corresponding outputs:

Staff Inputs 

Log On Inputs

	Input
	Output

	Staff User Name

Staff User Name
	If Valid 

    Output Main Menu

Else

    Output message
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User Object Inputs

Borrower ID Number

First Name

Last Name

Street Address

City

State

Zip

Phone
Email

Borrower Limit

Borrower Status

Current Borrow Count

Balance Due 


User Object Outputs



All pertinent fields to display



Additions, Modifications, Deletions to DB



Appropriate Status Messages

Below is a flowchart that describes the User Object Processes:
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Author Object  Inputs



Author ID Number

First Name

Middle Initial

Last Name

Birth Date

Death Date


Author Object Outputs



All pertinent fields to display



Additions, Modifications, Deletions to DB



Appropriate Status Messages

Below is a flowchart that describes the Author Object Processes:
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Book Object Inputs



Book ID Number

ISBN

Subject

Call Number

Title

Publisher

Publishing City

Publish Date


Book Object Outputs



All pertinent fields to display



Additions, Modifications, Deletions to DB



Appropriate Status Messages

Copy Object Inputs



Copy Number

Copy Condition

Date Acquired

Status/location

Date Checked In

Date Checked Out


Copy Object Outputs



All pertinent fields to display



Additions, Modifications, Deletions to DB



Appropriate Status Messages

Below is a flowchart that describes the combined Book and Copy Object Processes:
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Check IO Inputs and Outputs


User ID Number Input

Borrower Limit (internal output)

Borrower Status (internal output)

Current Borrow Count (internal output)

Balance Due (internal output)


Book ID Number Input



Book status (internal output)


Procedural Outputs



Message (display)



Update tables (internal output)

Below is a flowchart that describes the Check IO processes: 
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User (Borrower) Inputs and Outputs
User Menu Inputs


Simple Search



Title



Author



Subject


Advanced Search



Author Object  Inputs





Author ID Number

First Name

Middle Initial

Last Name

Birth Date

Death Date

Book Object Inputs





Book ID Number

ISBN

Subject

Call Number

Title

Publisher

Publishing City

Publish Date

Copy Object Inputs





Copy Number

Copy Condition

Date Acquired

Status/location

Date Checked In

Date Checked Out


User (Borrower) outputs



Query outputs to screen
Below is a flowchart that describes the search processes:
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Report Inputs and Outputs


User Inputs



Menu Choice


System Inputs



Table Data



Pre-defined Queries


Report Outputs



System Display



Printed Paper

Below is the flowchart processes for Reports
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File and DB Design

The database / file system must accommodate the following objects:

User (Borrower) Objects
for detailed listing, see Appendix SCD – DB 1
Author Objects

for detailed listing, see Appendix SCD – DB 1
Book Objects 


for detailed listing, see Appendix SCD – DB 1
Copy Objects


for detailed listing, see Appendix SCD – DB 1 
Employee Objects

for detailed listing, see Appendix SCD – DB 1
The database will be based on the ERD listed in Appendix SCD – DB 2
Development of the database ERD results in the following sample MS Access implementation:
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For detailed listing of level capabilities and privileges, please see Appendix SCD - DB 3

System Environment
Operational Constraints

Transaction volumes and online response times

With the current proposed network design, the maximum projected data transfer to and from the server is estimated to be around 100Kbps. This is well within acceptable design limits for the client nodes, the network connections and the server.  

Data storage requirements

With the current proposed database model, the existing data contained in the database and considerations for increases in clients and library additions, the actual database size has been generously estimated to be around 1GB.  Since the server and the backup server each have 500GB capacities, there is the capability to perform complete nightly backups of the entire database for every day of the year.  In practice, the database will be backed up nightly using full backups. The full daily backups will be held for a month. When the Backups become older than 30 days, they are dropped from the server except for the backup done on the first of each month. This monthly record will be held until a time as yet to be determined.

Processing schedules

Real-time processing of user requests is available during library operating hours.  Processing of daily backups and backup deletions is accomplished through DBA created scripts that run automatically at midnight.  After the scripts are run a status report is archived and also emailed to the DBA along with any anomalies entered during the day by the staff.  

Reporting deadlines

Library staff can run pre-built scripts at anytime. Overdue client lists are generated nightly immediately before the automatic backup scripts are run. This makes the generated reports available for the staff’s use during normal business hours for the next day.

Hardware Constraints

The hardware of the entire physical system demands an uninterrupted power supply with a steady line voltage. The entire IT system has been estimated to make an instantaneous electrical demand of 7,000 watts.  Although non-powered electrical supply backup devices do exist in this load range, the entire library system must be taken into account in the decision to use such a device.  The library must have lights so patrons can safely and efficiently use the library.  The electrical demands of powering the entire library are far beyond the capabilities of non-powered electrical standby systems.  In view of these considerations, only the two servers will be provided with uninterruptible power supplies UPS.  These UPSs will each have the capacity to deliver 3000 VOLT-AMPS, which will provide power for an estimated 12 hours. They will be run in parallel to provide further redundancy. This is more than ample to handle the estimated load of 500 watts per server.

Normally, the AC system keeps the library temperature in the optimum range. During a power outage, the AC will no longer be able to keep the temperature of the environment within allowed limits. Since the servers will remain on because of the power supplied by the UPSs, the estimated 500 watts from each server will have to be dissipated if the situation persists. Our remedy for this possible yet unlikely situation is to install an overhead ventilator. The natural valve position for this ventilator will be open. It will be closed by a relay mechanism. As long as there is normal electrical power, the valve will remain close. When the power goes off, the valve will return to its natural open position. This will provide the capacity to transfer excess heat to the external environment. 

System software Constraints - Security Policy

The library IT system processes sensitive and valuable information. Specific security measures and procedures must be implemented to protect the confidentiality of information transactions being processed on the network and to keep critical systems operational. These security requirements are addressed in the following network security policy.

This policy has two purposes. First, the policy will emphasize to all library employees the importance of network security in the library and their roles in maintaining that security. Second, the policy will assign specific responsibilities needed to secure networked information resources.

Scope

The network security policy covers all electronic information resources in the library. It applies equally to network servers, workstations, both staff and public access, network equipment, telecommunications equipment, and peripherals, such as printers, within the library. The policy applies to all library users, managers, and administrators, including Library staff, patrons, contractors, and City staff utilizing the Library’s network resources.

Goals

The security program is designed to ensure the availability of networked resources and the integrity and confidentiality of data transmitted over and stored on the network. Specifically the goals of the program include:

· Ensuring the library network has sufficient security measures applied to protect the integrity of its data, the privacy of information transactions, and the availability of its resources;

· Ensuring the cost of the security measures implemented is commensurate with the risks present on the network;

· Ensuring appropriate budgetary and technical support is available and maintained;

· Training all users to be responsible for the security of data, information, and other computing resources to which they have access, and training staff to maintain accountability practices;

· Enforcing policies and technical mechanisms which contribute to the audit ability of network resources;

· Providing sufficient guidance to library staff in the discharge of their responsibilities in network and information security;

· Ensuring that all applicable organizational and departmental policies and procedures are applied and practiced;

· Developing appropriate contingency or disaster recovery plans to provide continuity of operation for all critical functions of the network. 

Responsibilities

Responsibility for implementing and maintaining the library’s network security goals is divided among four specific groups

1. Library Management  LM - the library manager, who has functional responsibility for the library. Library Management is responsible for informing staff about this policy, assuring that each person has a copy, and interacting with staff and volunteers on security issues.

2. Network Management (NM) - contract technical support persons or library staff involved in the technical support, installation, training of the staff and daily operations. Network Management must ensure that during the implementation of the network appropriate network security measures will be carried out as indicated in this security policy.

3. Local Administrators (LA) - library staff responsible for ensuring that end users have access to needed network resources available through the library’s servers or Internet access. Local administrators provide day-to-day maintenance of network security in accordance with this security policy. Local administrators are responsible for reporting observed breaches of security policy to network and library management.

4. End Users (U) - library staff, volunteers, and public users who have access to the network. End users are responsible for using the network resources in accordance with the provisions of this security policy and the Library’s acceptable use policy. All users of data and network services are responsible for complying with security policy established by library and network management and for reporting to management any actual or suspected breach of security.

Enforcement

When end users fail to comply with this policy, information—while stored, processed or transmitted on the network—may be exposed to the unacceptable risk of loss of confidentiality, integrity or availability. Violations of security guidelines and procedures established to support this policy will be brought to the attention of management for action and could result in disciplinary action up to and including termination of employment or termination of rights to use the network.

General network policies
GNP1. Every workstation and server shall have a designated local administrator who is responsible for maintaining the security of the computer. All end users of the system are responsible for following all policies and procedures in this policy and the acceptable use policy. Staff who manage workstations or servers shall be trained so they can follow all policies and procedures effectively.

GNP2. Server security shall be exclusively controlled by one local administrator and network management. Access to server security mechanisms by all other staff, volunteers, or public users shall be considered unauthorized access.

GNP3. The local administrator responsible for each workstation or server must ensure that all software installed on the system is approved for use and is licensed properly.

GNP4. All software installation and updates shall be the responsibility of network management or the designated local administrator.

GNP5. One local administrator shall be designated to oversee the backup of server and workstation hard drives.

GNP6. Each staff member, volunteer, and contract worker will be assigned a unique USERID and initial password according to established procedure. Users must not share or disclose unique USERIDs/passwords.

GNP7. All non-patron users must be authenticated to the network before accessing network resources.

GNP8. Use of network hardware or software such as traffic monitors/recorders and routers shall be restricted to network management or a designated local administrator.

GNP9. Security training shall be integrated into existing library training programs such as orientation programs for new employees, volunteers, or patrons in the use of computers, software, and network information resources.

GNP10. Incident logs and subsequent security reports must be generated and reviewed on a regular basis. 

Specific network policies 

1. Users (Staff and Public)
Users are expected to be knowledgeable about and adhere to the Library’s security and acceptable use policies. Users are ultimately responsible for their own behavior. User responsibilities include:

U1. Understanding and respecting relevant Federal and State laws, library policies and procedures, and other applicable security procedures and practices established for the network.

U2. Using network resources in accordance with terms specified in the library’s acceptable use policy, and being aware of activities disallowed and the consequences of engaging in such unauthorized use.

U3. Being aware of privacy issues related to their use of network resources and protecting the confidentiality and integrity of their own information.

U4. Notifying a local administrator when security procedures are not followed—for example, when a previous user leaves a workstation without logging off or when passwords are written and left in open view.

U5. Notifying a local administrator or network management if a security violation or breach is observed or detected.

U6. Being familiar with how malicious or virus-infected software is distributed and observing practice that minimizes the risk of damage due to the introduction of such software.

U7. Reporting any signs of abnormal or suspicious activity to the local administrator.

U8. (Staff only) Ensuring that his/her workstation is left on as scheduled so the hard drive may be backed, according to the Library’s backup policy. 

2. Library Managers
Library managers, with guidance or direction from the parent agency, are responsible for developing and implementing effective security policy. They are ultimately responsible for ensuring that the objectives of library policy and individual responsibilities are clearly communicated to staff and end users and adequately followed. Specific responsibilities of library managers include:

LM1. Effectively analyzing potential security risks in order to formulate an appropriate security policy. This risk management requires:

· identifying the assets to be protected

· assessing potential vulnerabilities

· analyzing the risk of exploitation

· implementing cost-effective safeguards

LM2. Providing training or at least written training materials, to all staff, volunteers, and patrons in the appropriate use of the network, awareness of the possible effects of misuse or unauthorized use of network resources, and the consequences of any unauthorized use.

LM3. Ensuring staff and patrons understand the danger of malicious software, how it is generally spread, and the technical controls used protect against it.

LM4. Informing local administrators and network management of the change in status of staff, volunteers, or contract workers who utilize the network. This could include a position change (providing greater or more restricted access privileges) or termination of library employment. 

3. Network Managers
Network management may include local staff or contracted support and is expected to implement and maintain security measures enforcing local security policies, to archive critical programs and data, and to control access and protect physical network facilities. Specifically, network management is responsible for:

NM1. Rigorously applying available security measures enforcing local security policies.

NM2. Advising library management on the effectiveness of the existing policies and technical considerations that may lead to improved practices.

NM3. Responsible for securing the local network and its borders with outside networks (e.g., city hall, the school district, or the Internet).

NM4. Responsible for responding to security breaches or violations in a timely and effective manner.

NM4.1. Notify local administrators if a break-in is in progress and assist other local administrators in responding to security violations.

NM4.2. Cooperate with local administrators in tracking/monitoring violators and assist in enforcement efforts.

NM5. Configuring audit logs and using network monitoring tools to aid in the detection of security violations.

NM6. Conducting timely audits of network server logs.

NM7. Remaining informed on outside policies and recommended practices and, when appropriate, informing library management of new developments.

NM8. Exercising the powers and privileges inherent in network administration with caution and discretion.

NM9. Identifying, recommending, installing, and configuring software providing:

· intrusion detection

· monitoring of unauthorized activity

· removal of malicious software

NM10. Developing procedures that allow users and local administrators to report security violations, and notifying library management and possibly outside agencies of any threats.

NM11. Promptly notifying designated personnel of all computer security incidents.

NM12. Providing assistance in tracking the source of malicious software or computer viruses and determining the extent of contamination.

NM13. Removing malicious software or viruses.

NM14. Conducting periodic audits to ensure proper security practices are followed.

NM15. Maintaining user privacy. 

4. Local Administrators
Local administrators are local staff or volunteers who assist in the daily maintenance of security services and who support and enforce applicable security policies and procedures. Specifically, local administrators are responsible for:

LA1. Managing all users’ access privileges to data and programs.

LA2. Monitoring security-related events and following up on any actual or suspected violations, where appropriate; notifying network management of reported security incidents and assisting in investigating them.

LA3. Maintaining and protecting server software, relevant files, and media using specified security mechanisms and procedures.

LA4. Overseeing the update of anti-virus signatures on all local workstations and servers and for scanning server hard drives regularly.

LA5. Assigning a unique USERID and initial password to new users according to established procedures.

LA6. Promptly notifying network management and library management of all computer security incidents;

LA6.1. Notify the network management if a break-in is in progress; assist other local administrators in responding to security violations.

LA6.2. Cooperate with network management in tracking violators and assisting in enforcement efforts.

LA7. Backing up all data on network servers and workstations according to established procedure.
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