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About Computer Gaming Technologies Inc. 

CGT Inc. is a premier developer and publisher of games and entertain- 
ment software. 'Thanks to an experienced staff and creative environment 
CGT has developed an impressive string of successful titles. By combining 
cutting-edge technology, enchanting graphics, and superior game design, 
CGT has become a leading force in the world of interactive software. 

CGT Inc. develops and publishes titles for PC, Macintosh, and popular 
video game systems -that include Nintendo 64, Sega Saturn, and the Sony 
PlayStation. The company employs a diverse staff of people whose talents 
range from computer programming and game design, to writing screen- 
plays and composing sound tracks. 

History 

In 1992, Mike Edwards set to work in a garage in Las Vegas. From those 
humble beginnings came CGT Inc., one of the most successful entertain- 
ment software companies in the history of the industry. Among its early 
creations were Space Saga, Robo-Wars, Coldrake, and Quest of the Staffs, 
which garnered the young company its first taste of widespread recognition 
at home and abroad. 

In 1995, the company merged with Software-t-All, which enabled CGT 
Inc. to become a software publisher in its own right and to enjoy Software- 
4-All's superior worldwide distribution network. It was also the year CGT 
released two now-legendary titles in the gaming world: Fantastica and the 
game that defined the real-time strategy genre, Destiny. Soon after came 
Seek and Destroy and Seek and Destroy: Dark Nights, which set sales 
records all over the world and redefined the real-time strategy genre. 

In 1998, the company relocated to Atlanta, Georgia, in order to take 
advantage of potential new talent in the software programming fields. Act- 
ing on faith, the CEO relocated the programming facilities to a remote area 
north of Atlanta, in order .to provide a higher quality of life for CGT's 
employees. With the implementation of new education initiatives, Georgia's 
higher education institutes are expected to begin providing companies in 
the state with a superior high technology employee in both software devel- 
opment and hardware technologies. 

CGT set new standards last year with the release of Hacker, which com- 
bined groundbreaking graphic technologies with a depth of storytelling 
rarely seen in computer games. Also last year, the Seek and Destroy series 
topped the 10 million-unit sales mark, a rare achievement in the interactive 
entertainment industry. Today CGT stands at the forefront of the industry 
with the upcoming release of Seek and Destroy: Suicide Squad and Destiny 
II: Afterlife. 

Still headed by the visionary who started in a garage, CGT Ine. is already 
exploring new technologies and developing the games that will set trends 
well into the next millennium. 


Organization 
CGT Inc. is currently organized into three divisions to support past, pres- 
ent, and future software offerings. 


!III Division 1 (Development) handles new software development. A ser- 
ies of three five-member teams each address the various aspects of the 
different game packages under development. These programmers use 
their specialized graphical design workstation to integrate video, 
computer-generated graphics, and multimedia formats to create the! 
high-impact games most popular in today's market. 

11II Division 2 (Testing) handles new software in-house testing. Once 
Division 1 creates and delivers a coded product, the Div 2 Test Special' 
ists assist in identifying and diagnosing system-critical code defects. 
Once a "kill list" is compiled, the Development teams work through' 
the bugs to create an improved program. This division is also respon- 
sible for the identification and application of external product testers. 
These individuals are identified from the local area and brought into 
a specially prepared test lab, where they are encouraged to "stress. 
test" the packages. The Testing specialists work with the Develop- 
ment team to collect and catalog additional deficiencies in the cod, 
ing. If Management is so inclined, the testing specialists then post the- ,. 
revised packages in leased Web sites to allow additional testing by any 
interested party. Testing also handles the collection and cataloging of 
comments and suggestions from these testers. 

II Division 3 (Technical Support) handles call-in problems from custom- .. 
ers. They use a series of stand-alone diagnostic workstations to iden- " 
tify and provide resolution on a number of problems resulting from '.~. ' 
the installation, conduct, or removal of a CGT product. Essentially 
they handle the thousands of questions individuals might have as 
to the installing and running of the games. Currently Technical Support. 
does not have the facilities to provide "game hints" or other play tips. .


The Networking Operations Group (NetOps) (when staffed) will be 
responsible for the installation, maintenance, and change of any and all 
hardware, software, and networking equipment used internally by CGT. 
The NetOps will be expected to maintain a standing inventory of systems 
and peripheral components to facilitate instantaneous support through its 
24-hour helpdesk. Employees will be able to call, e-mail, or just stop by 
with a problem, and a support representative will be expected to be avail- 
able to answer their questions, resolve their problems, or replace their 
defective systems. Currently the company does not have this Network 
Operations staff. It is the intent of the management to identify the needs of 
the company with respect to networking, and to design and hire a staff cap- 
able of supporting present and future network needs. 

Most of the administrative support for CGT Ine. is provided by Adminis- 
trative Systems of Atlanta (ASA). ASA is a specialized company focused on 
providing high-quality administrative services to its clientele. ASA provides 
complete accounting functions (accounts payable, receivable, and general 
ledger) as well as traditional human resources functions (payroll, benefits, 
insurance management, and retirement benefits) at extremely reasonable 
cost to the business, freeing them up to focus on their competitive 
strengths. The Service Level Agreement for this contract requires ASA to 
accept all responsibility for the systems used to support these functions. 
Disruptions to any of these systems will cause CGT to experience reduced 
capability to do business and is estimated to cost $10,000 per hour of 
downtime. In the past life of the contract, ASA has experienced an average 
of one outage each six months that took four hours to restore to normal 
operations. 

CGT provides connectivity to the Internet from company LAN seg- 
ments through a local ISP using a dedicated T-3 circuit. But, CGT has out- 
sourced all provisioning of World Wide Web services using a company 
called Pinnacle Web Services, Ine. (PWS). PWS provides Web authoring 
and content management services to: 1) advertise current and forthcom- 
ing titles, 2) provide technical support, 3) provide online "hints" and 
"tips," and 4) provide information about the organization. CGT does not 
currently conduct business (sales) through the WWW site. All employees 
have access to the technical support servers that PWS provides for the 
contract through an intra net connection, but development is done on 
desktop systems and LAN file servers and the CGT database. PWS does 
not provide FTP, telnet, or e-mail services; these are all implemented by 
CGT staff using the LAN file servers as dual function devices. The Service 
Level Agreement for this contract requires PWS to accept all responsibility 
for the systems used to support these functions. Disruptions to any 
of these systems will cause CGT to experience reduced capability to do 
business and is estimated to' cost $45,000 per hour of downtime. In 
the past life of the contract, PWS has experienced an average of one 
outage each nine months that took six hours to restore to normal 
operations. 

CGT occupies a single floor of Class A office space for its corporate 
headquarters. The floor plan of the corporate headquarters is shown in 
Figure A-I, and details about the usage of the rooms is provided in Table 
A-l. The current organizational structure of CGT is shown in Figure A-2. 

Technicallnfrastructure 

Currently CGT has 12 TCP protocol LANs implemented throughout the 
organization, with primary and backup file servers for each LAN with PIII-1.4 
GHz, 1 GB RAM, quad 300 GB HDs (mirrored in 2s). The LAN is a 100BaseT 
Ethernet over Cat5 UTP. The system uses a pair of HP Procurve 2424M switches 
as a collapsed backbone. Currently there are 250 client desktop computer sys- 
tems, one primary and one backup database server (same specifications as 
above), a dial-up (RRAS) server with 24 inbound lines (specification unknown), 
and a VPN server using Windows Server 2003 VPN services to enable inbound 
remote connectivity. There is currently no firewall or DMZ present. 

E-mail is perceived as a critical business function. When e-rnail is not 
available an outside auditor estimates CGT loses $1,500 per hour of down- . 
time. In the past, CGT has experienced an outage an average of every three 
weeks lasting an average of one hour and 45 minutes. FTP and tel net access 
is less critical. The CIO estimates that interruptions to these services cause 
reduced productivity that costs CGT $125 per hour. In the past these ser- 
vices have been interrupted an average of once every eight weeks and 
required an average of nine hours to restore. 

The company has a degree of physical security in place to protect the 
valuable software under development. All employees are issued a photo 
ID keycard used to enter the facility and property. All visitors to the facil- 
ity must be coordinated through the corporate office, and escorted on the 
premises at all times .. A physical security review was recently completed, 
and it was estimated that a physical security breach would cause losses of 
from $25,000 to $75,000 and is likely to happen once every three years. 

There are no current policy, standards, or guidelines identified or 
implemented. 

Responding to a Request for Proposal 

Your assignment is to prepare a proposal in response to the following 
Request for Proposal that CGT issued to your consulting firm: 

Request for Proposal 

Thank you for your interest in supporting the ongoing goals of CGT Ine. 

In order to support our desire for continued growth, we here at CGT recog- 
nize the need for both the efficient access and exchange of information 
and limited technological resources, as well as the exploration of the gam- 
ing medium of the future, the Internet. In order to pursue these growth 
ideals, we have determined that it is imperative that we solicit recommen- 
dations for an integrated security solution for both our internal operations, 
and as a means to manage our risk in our Internet presence. 

While it is certainly not my intent to expose our internal activities to 
the potential threats of access from unauthorized users, I recognize the 
need to support both off-site productivity, and flexible schedules. As a 
result, CGT currently has a network which allows each employee to work 
from home, one day per week. Our concern is that the network must pro- 
vide adequate protection both from external miscreants, and internal and 
most probably accidental employee activities. 

Our WWW presence is currently outsourced to our ISP. Not every 
employee has desktop access to the WWW. We have a WWW networking 
facility, open to employees, where employees can manage Web sites, post 
information on coming attractions, research information on competitive 
products, and experience a degree of mental relaxation. Employees do have 
integrated e-rnail with an internal e-mail client that also allows them to 
check their e-rnail from home. 

For planning purposes, we have several standards for PCs, and these sys- 
tem specifications are available from Ms. Laurel Eyes, the CIa, on request. 
In each office or lab there is a dedicated printer. We have detailed diagrams 
of office layouts and a building floor plan, which I have included in this 
Request for Proposals. 

[ do not have a set budget for this project yet. I will evaluate all proposals 
and make a decision on each proposal's ability to meet our security needs, 
at a reasonable price. In your decision process, I would also ask you to con- 
sider a recommendation for a security administration staff, and any neces- 
sary physical plant facilities. If you need to use existing space for this 
facility please formulate a business plan as to the need for use of this facility 
(sayan existing office or lab), a plan to relocate the contents into other 
facilities. and a plan for future use. 

Please formulate your proposal using the enclosed templates. I expect to 
see the deliverables as specified in the accompanying project specifications. 
Any proposed budget should conform to the structure provided, and should 
be both detailed and properly formatted (include hard copy of items recom- 
mended, either from sales brochures, or Internet specifications). Finally, pre- 
pare a log of your activities, showing time spent and CGT employees involved. 

I would like these proposals as specified in the project specification; 
please make sure these are professionally organized and presented. I may,; , 
require a short presentation by each company bidding for our business. ' 
This presentation, if required, should be no longer than 5-10 minutes~~ 
(emphasis on the shorter) and should highlight the important points (lay- , 
out, cost, benefits). 

If you need any additional information please feel free to contact me by', 
e-mail for all correspondence. Be aware that I am not a security specialist, , 
and that any questions I deem too technical or specialized in focus will 
probably be responded to with a degree of sarcasm. I have been told I have -e-s 
a caustic wit, and little tolerance for inefficient uses of my time. Please do 
not take offense, but craft your questions carefully. Questions that require a " 

simple yes or no work best. 

Proposal Forlnat for COlnputer Gaining 
Technologies NetlNorking RFP 

SECTION I: 


N/A

SECTION II: 


N/A
SECTION III: 

N/A

SECTION IV: Implementation Strategies 

A. Recommendations for "make or buy" software 

B. Specifications for component vendors 

C. Documentation of the system 

D. Plan to train users 

E. Updated feasibility analysis 

F. Discussion of plan to present system to users 

G. Plan for system testing and performance review 

H. Implementation plan management approval document 

SECTION V: Security Maintenance and Change 

A. Plan and recommendations for system support 

B. Plan and recommendations for periodic system review 

C. Plan for upgrade and patch management 

D. Description of Security Management Model to be deployed (Fault, 
Configuration, Accounting, Performance ... ) 
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