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Ina digital signature scheme, there are two algoriths, Sign and Verify. The alzorithm Sign takes a
seeret key and a message, then outputs a signature o. Verify takes a public key. a signature o, aud
a messaze M. then returns “true” if o could have been ereated by Sign with that key on message A
and “false” otherwise.

(a) An R su(dM)= M* (mod n), where d is an RSA private
exponent. Prove that anyone who knows the corresponding publie exponent ¢ can perform
Verify(e, M, M they cam check that the signature really was ereated by the private ex-
ponet.

(b) Siguing iwvolves deeryption, and is therefore risky. If Bob signs anything his is asked to, Eve can
take advantage of this and decrypt a message y = 2% mod n that has been sent by Alice to Bob.
What messaize would Eve ask Bob to sign?

A digital signature consists of S

(¢) Finally, suppose that Bob is more careful, and refuses to sign messages whose signatures look
suspiciously like text. (We assume that very few messages in the total messaze space look like
text.) Deseribe a way in which Eve obtains Bob's signature on a text message by zetting Bob to
sin o different messaze first.





