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In our interconnected world, the network is the gateway to a corporation. It both enables the conduct of 
business, and provides one of the biggest security risks to that business. Over the years, experts have 
created a series of best practices designed to mitigate that risk. This report examines the vulnerabilities, 
and the best practices that enable companies to protect themselves.
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Executive Summary
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Data networks are the backbone of  today's global communications, improving productivity by allowing a 
large user population ready access to applications, processing power, and mass storage; however, 
access also makes those resources more vulnerable to abuse and misuse. 

Networks are vulnerable to a myriad of attacks from adversaries with varying motives, including the 
search for financial gain, corporate intelligence, publicity, and/or revenge. Network security best practices 
are designed to protect networks against intruders and the risks of unauthorized access to mission-critical 
data, information theft, and malicious file tampering. These breaches could result in immediate financial 
loss, litigation or regulatory penalties and, in the long term, loss of confidence in the enterprise and 
damage to competitive position. To address vulnerabilities caused by increasing numbers of employees 
working from home as well as increasing numbers of users with global access, organizations are 



implementing new network security strategies and best practices. 

With properly enforced top-down security policies, the right tools and network security personnel, effective 
measures can be taken to safeguard information during transmission as well as information stored at 
various points on the network, including servers and desktop computers. These tools include firewalls, 
intrusion detection systems, remote authentication systems, and anti-virus software (which today also 
guards against various forms of spyware). A framework to build best practices includes: 

●     Performing a Risk Assessment. 
●     Establishing Security Policies. 
●     Evaluating/Implementing Security Tools. 
●     Responding to Violations.

Without question, technology trends will come and go, new products will displace legacy models and 
intruders will do their best to circumvent most measures presented against them. Although developing 
appropriate best practices and applying technological tools to meet today's threats should provide 
organizations with more secure networks, these actions solve only part of the problem. The best outlook 
for network security and best practices has little to do with state-of-the-art and has much to do with 
security awareness and enterprise-wide leadership that buys into the concept that security starts with 
policy enforcement. This includes both the policies that are set for employees and those that are set 
within software and hardware--as well as testing of both.

Description
[return to top of this report] 

Network security best practices are necessary to protect today's complex and diverse organizations. 
Building a network security program begins with taking an asset inventory and performing a risk 
assessment of the networks. This is followed by developing and implementing security policies that 
address the networks' risks and vulnerabilities, then deploying the appropriate tools and personnel to 
mitigate the risks. Finally, networks should be audited for their compliance with security policy and 
variances should be fixed. Even the most robust best practices, however, cannot be effective unless they 
are enforced, and employees are trained to understand and support them. 

Risk Assessments

To determine the threat level faced by an enterprise, a comprehensive asset inventory and threat 
assessment must be undertaken. The threat assessment could include a port scan of all network 
resources. A port is simply a place where information goes into and out of a device on the network, like a 
router or computer. Left unguarded, a port is a door through which a hacker can enter and, from there 
gain access to other resources on the corporate network. After submitting the network to a battery of 
tests, sometimes using hacker tools, the findings are displayed in summary and detail form. Depending on 
the tool used, each discovered vulnerability can be assigned a score, indicating the level of risk. The 
reports can be prioritized so that all the highest level risks appear at the top of the report. This 
prioritization allows IT staff to start implementing security measures so that the most serious and glaring 
holes are closed first, denying hackers easy access to the corporate network. 



In addition, a security audit should be conducted to create a baseline of the organization's security 
position. Findings serve to identify points of entry to the network and possible means of attack from both 
an internal and external perspective and can be conducted by either internal personnel or by an outside 
network security audit firm.

Besides assessing hardware and software, risk levels must also be determined for data that is accessible 
from the network. High, medium, or low risk levels should be assigned to the data based on the effect that 
lost/leaked data would have on the organization. Data that, if compromised, could cause legal or financial 
problems--or even disrupt the business - should be assessed as high risk, and receive special attention.

After risk levels for network resources are determined, users should be evaluated for their access 
requirements. "Users", for the purpose of the analysis, should include internal users, both on and offsite, 
as well as external users such as customers and business partners. Determining risk levels and types of 
access provide the foundation for securing access control to the network. 

Security Policies

Network security best practices begin with top-down policies that are embraced--and enforced--
throughout the organization. Policy begins with a prioritized, clear understanding of what needs to be 
protected and what threats and vulnerabilities need to be protected against. Network security policies 
become reality only when individual responsibilities are understood and deviations from those 
responsibilities are discovered, analyzed and properly managed to prevent or stave off future 
occurrences.

Organizations should create policy statements, taking into consideration the organizational structure, 
individual roles and responsibilities, existing policies, and service level agreements.  Policy statements 
should include procedures for immediately responding to security breaches that could occur. In the event 
of a violation, response policies should also state which changes can be made without management 
approval. 

Security Teams. As part of the policies, organizations should establish cross-functional security teams 
that know security policy and how it translates into security technology. Members would be responsible for 
responding to security breaches and reporting to senior management. Additionally, the team should be 
responsible for approving security changes and a member should sit on the organization's change 
management team.

Tools of Network Security Best Practices

Once policies and assessment vehicles are in place, the most effective security measures enterprises can 
implement are firewalls, intrusion detection systems, remote authentication systems, anti-virus software, 
and forensic analysis tools. Additionally, many organizations implement physical security measures, 
employ manual or automated patch management systems, and utilize encryption for critical data in transit. 
These solutions are available in the form of dedicated hardware, software, and managed services. 

Firewalls. Firewalls provide a checkpoint between a 'trusted' internal network and an 'untrusted' network, 
such as the Internet. They implement perimeter security by monitoring all traffic to and from the enterprise 
network to determine which packets can pass and which cannot pass. After examining the packets, they 



are either forwarded or dropped based on predefined rules. The network security administrator can 
control how packet filtering is performed, permitting or denying connections using criteria based on the 
source and destination host or network and the type of network service.

Encryption. By encrypting data both in transit and in storage, organizations can further protect critical 
information. Encryption strength should be appropriate to the sensitivity of the data protected.

Intrusion Detection Systems. Intrusion detection systems are real-time tools that monitor for suspicious 
or unauthorized activity on all major operating systems, Web servers, firewalls, routers, applications, and 
databases. This tool instantly takes action to alert the security administrator, shuts down systems, 
terminates offending sessions, executes commands and takes other actions to stop attacks in progress 
before critical systems can be damaged or sensitive information can be compromised.

Remote Authentication Systems. Of the remote authentication systems, RADIUS is the most popular. 
When the user logs on with a username and password, the client and the RADIUS server perform a 
mutual authentication, with the client authenticated by the supplied username and password. The 
RADIUS server and client then derive a client-specific encryption key to be used by the client for the 
current logon session. Through encryption, all sensitive information, such as the password, is protected 
from passive monitoring and other methods of attack. The use of RADIUS has the added advantage of 
providing a centrally managed, standards-based approach to security that is extensible to both wired and 
wireless networks, dialup and dedicated, enabling the same security architecture to be used for every 
access method.

Also used is for remote access is the Terminal Access Controller Access Control System (TACACS). 
Similar in principal to RADIUS, it is used to regulate access to a network. Unlike RADIUS, which uses 
UDP for transport protocol, TACACS primarily uses TCP. The current version is TACACS+ which is not 
backwards compatible with other earlier versions. TACACS is also an application layer protocol and 
follows a client/server methodology. Many new technologies are emerging for remote authentication and 
this arena should be tracked on an ongoing basis.

Anti-virus Software. Anti-virus software stops attacks that corrupt data and harm applications. Some anti-
virus products identify changes being made to files and flag them for attention, while others identify and 
remove viruses and repair the damage the viruses inflict. Questionable files are quarantined for further 
analysis. Anti-virus software can be installed on every PC to prevent the spread of viruses due to file 
swapping, but large organizations also install it on their servers to prevent infections from the 
Internet. Much of today's anti-virus software also looks for spyware and malware such as keyloggers or 
back doors that might allow a criminal to take control of the machine and use it in a botnet, as well as for 
suspicious activity that could indicate exploitation of vulnerabilities.

Forensics. Forensics within the context of networks entails the capture, recording, and analysis of 
network events to discover the source of security attacks or other problem incidents. Complex forensics 
solutions examine network relationships regardless of physical topologies and allow the user to visualize 
network traffic patterns as behavioral clusters. Less complicated offerings consist of essentially two kinds 
of network forensics systems. Catch-it-as-you-can systems capture all packets passing through a certain 
traffic point and are written to storage for off-line analysis in batch mode. This type of system requires 
huge amounts of storage. Stop, look and listen systems analyze each packet in a rudimentary way in 
memory and only save certain information for future analysis. This approach requires less storage but 
may require a faster processor and a lot of memory to keep up with incoming traffic. 



Security Certifications. Getting the most out of network security tools requires trained personnel; 
certifying organizations offer a number of certificates based on levels and types of network security 
expertise. Certificates are offered that focus on the following areas:

●     Security certification for the configuration and management of fundamental implementations of 
firewalls. The holder possesses the requisite skills to define and configure security policies that 
enable secure access to information across corporate networks. In addition to these essential 
skills, a CSA also has the ability to monitor network security activity and implement measures to 
block intruder access to networks. 

●     Security certification for the establishment and management of Virtual Private Networks (VPNs) 
and the implementation of complex installations of firewalls. The holder also understands the 
encryption schemes used by VPNs and firewalls, configures remote access security, writes policy 
definitions, and modifies attack detection parameters. 

●     Security certification for management of implementations of cryptography, biometrics, Public Key 
Infrastructure (PKI) planning and implementation, Health Insurance Portability and Accountability 
Act (HIPAA), security response, smart cards, legal and physical security Issues, and network 
forensics.

Vendors that offer security certifications include companies like Cisco, and Check Point. Cisco offers a 
bevy of career certifications, with the CCIE category being its highest and the CCIE Security certification 
being one of the most in-depth. Check Point also offers an array of product-centric certification, including 
their Check Point Certified Security Expert certification. Security expertise can also be demonstrated by 
passing specific exams on non-security certifications. Microsoft, for instance, offers security specialties on 
both its Microsoft Certified Systems Engineer (MCSE) and Microsoft Certified Systems Administrator 
(MCSA) certifications.

Global Information Assurance Certification (GIAC), an organization founded by the SANS Institute in 
1999, offers a variety of standalone security certifications in specific areas of expertise such as firewalls, 
forensic analysis, intrusion and incident handling and audit.

The nonprofit International Information Systems Security Certification Consortium (ISC)2 offers one of the 
leading security certifications -- the Certified Information Systems Security Professional (CISSP). The 
CISSP program offers credentials for those responsible for developing and managing the implementation 
of security policies, standards and procedures. Another (ISC)2 certification, the Systems Security Certified 
Practitioner (SSCP), is designed for network and systems administrators involved in security 
implementations.

The value of these security certification programs is universally recognized. Certifications should be 
stipulated in job descriptions and used as a means of screening qualified candidates during the hiring 
process.

Tools Are Not Enough. The best technologies are useless if the policies an organization has in place are 
not enforced. Network security best practices--organizational security practices in fact--start with 
appropriate policy definition, enforcement, continued awareness, and testing. Failure to do so leaves the 
entire organization at risk. 

Responding to Violations



Averting attacks on an enterprise network is important, but if an attack succeeds, finding the cause is 
essential to stopping further exploitation of the vulnerability. New rules may have to be loaded to the 
firewall, for example. In addition, the scope of the damage to the organization’s network and data must be 
assessed and remediated, and policies re-visited and revised.

Current View
[return to top of this report] 

Today's best practices are designed to protect networks from intruders, but who are the most prevalent 
offenders? And what are their most frequent offenses? Findings from recent computer crime surveys 
answer those questions as well as detail some of the most widely-installed tools to support network 
security best practices. Even with best practices to deter these offenses, a lax security culture can present 
problems. Some current and general network security best practices, covering both tools and culture, can 
be considered. 

Intruders. The 2007 Annual Electronic E-Crime Watch Survey conducted by CSO magazine in 
conjunction with the U.S. Secret Service, the CERT Coordination Center, and Microsoft Corporation 
stated that 58 percent of organizations reported that security breaches were caused by outsiders, while 
26 percent came from insiders and the remainder were of unknown origin. Results also revealed that 33 
percent of respondents had a greater number of security events compared to the previous year. This 
year's study, sponsored by CSO and Price Waterhouse Coopers, found that internal threats accounted for 
44 percent of intrusions. An Insider Threat Study conducted by the US Secret Service and CERT 
reviewed a number of insider threat cases and found that different types of employees commit different 
types of breaches. IT sabotage was most often committed remotely by former employees who had held 
highly technical positions. In contrast, most fraud was committed by current employees, often in data 
entry or clerk positions--using their own usernames and passwords. 

Network Offenses. The E-Crime Watch Survey found that at 74 percent, the most frequently reported 
network incidents were for automated attacks like viruses, worms, and malicious code. Unauthorized 
access to or use of information systems or networks was next at 55 percent followed by spam at 53 
percent and spyware at 52 percent.  The average annual loss per company more than doubled, from 
$168,000 to $350,424, according to the 2007 CSI/FBI Computer Crime and Security Survey. In this 
survey, financial fraud supplanted viruses as the number one cause of losses. The 2008 study revealed 
that, although average loss was just under $300,000, those experiencing financial fraud lost about 
$500,000. And, even more disturbing, of those experiencing incidents, 39 percent found out about them 
from server and firewall logs, 37 percent from intrusion detection systems, and a whopping 36 percent 
heard the news from a colleague. This suggests that either monitoring tools aren't up to scratch for 
today's intrusions, or they are not being used correctly. 

Security Tools. To prevent security breaches, organizations use a variety of network security technology 
tools to support best practices. In the E-Crime Watch Survey, respondents reported that the most 
effective technologies were firewalls, heuristics-based spam filtering, electronic access control systems, 
complex passwords, network-based policy enforcement, anti-virus software and encryption. In addition, 
other widely-installed security technologies included Internet connection monitoring, anti-spyware and 
intrusion detection. 40 percent of organizations use security as a marketing tool, claiming that they can 



protect customer data better than their competitors.

Security Culture. Even with robust policies, network security best practices are challenging to implement 
across global organizations. Problems develop when companies have locations in regions or countries 
that have no background in security awareness. Other security loopholes can exist within acquired 
companies, business partnerships, or outsourcing  companies. The people factor cannot be 
underestimated - the number one technique used in breaches continues to be social engineering.

Network Security Best Practices

Network security best practices are many and diverse, often specific to the needs of particular 
organizations. Some current and general best practices follow. 

1. Develop and Enforce Security Policy Ubiquitously. Establishing security policies is critical, 
enforcing them stringently across the enterprise in all cases for all employees is imperative. Far too many 
organizations spend large portions of security budgets on technologies and solutions that hinge on a 
single factor--security policy enforcement and review. Without policy enforcement they may as well just be 
giving those funds away.

2. Establish and Conduct Ongoing Security Awareness Training. In order to support best practices, 
employees need to understand evolving security policy--and the need for procedures and technical 
controls. Training sessions should be attended by all personnel levels to develop a culture of security 
awareness, and regular refresher sessions should be conducted to ensure security remains top-of-mind. 
Employees should hold themselves accountable for their actions and be aware of serious consequences 
for violations. 

3. Do Background Checks When Hiring. Recognize that many security breaches originate from within 
the organization.  Steps can be taken to minimize this risk when filling sensitive positions. During the 
hiring process, for example, ensure that references from past employers are thoroughly checked, that the 
applicant’s resume accounts for all time from high school to the present, and that the applicant’s work 
experience and education are not exaggerated. Determining the level of personal responsibility and 
reliability of a candidate for employment is crucial, even to the point of checking a credit report for 
indebtedness or bankruptcy, or police records for arrests and convictions.

4. Separate Duties and Limit Access to Critical Functions. In areas of critical functions, divide duties 
among several employees and authorize individuals access to only the resources needed to do their 
separate jobs. This step could eliminate fraud or sabotage. 

5. Administer Security at the Appropriate Level. Administer security policy on the level that impacts the 
fewest users and still satisfies the need for administration. For example, if a policy is being administered 
that affects every workstation and user in the enterprise, the policy additions should be made on the 
highest level -- the enterprise level. This means never making an addition to the enterprise level of any 
policy that is not meant to affect every computer in the enterprise. If a policy is being administered that 
only affects all users on a particular computer, the policy additions should be made on the machine level.  
If a policy is being administered for a particular user or group of users, however, the policy additions 
should be made on the user level.



6.  Establish a Secure Exit Process for Employees Who Leave. Upon resignation or dismissal, any 
computers or devices issued to the employee should be immediately retrieved and network privileges 
revoked. All encryption keys and administrative passwords that the employee was privy to throughout the 
organization should be changed without delay.  Furthermore, that person's ID badge should be collected 
before he or she is escorted from the building. The departing employee's e-mail account must be 
canceled immediately, as well, or set to forward mail to a supervisor's e-mail account. The harsh reality of 
network intrusions from within the organization justifies such measures.

7. Back Up Configuration Information.  Regardless of the firewall and intrusion detection locations and 
the scale of specific solutions, keep backup copies of the rule sets, along with any passwords that protect 
access to such systems.  A copy of the most recent router configurations should be kept as well, since 
this information is usually needed to reconfigure the firewall or router in case of a major system failure. 
Keeping backup copies of such information will also reduce the downtime of these systems, since 
configurations can be loaded immediately, instead of manually re-entered. If a managed firewall service is 
used, ensure that the provider maintains backup copies of the rule sets for all locations, along with all the 
firewall passwords.

8. Harden Configurations.  If security is to be effective, the access controls of firewalls, intrusion 
detection systems, remote authentication systems, and servers and software must be reset from their 
factory-installed default settings before installation on the network. Failure to do so can result in hackers 
exploiting this vulnerability to grant themselves access to the network at will. It is even possible for 
hackers to hijack control of these systems from the security administrator. Failure to take this elementary 
precaution can result in a network that is easy prey for hackers. In addition, vendor-released patches 
should be used to plug security holes; however it's best to test patches in a lab before installing on the live 
network. 

9.  Back Up All Data. When all else fails, data may have to be reloaded to servers and other devices on 
the network. But this requires that all data be backed up in the first place. Without this important step, a 
small breach could become a major incident. Regular backups of enterprise information should be 
performed and off-line backup tapes or a remote storage site should be maintained, and transported 
media should be encrypted to ensure the security of data in transit.  Periodic test restores should be 
performed to ensure that all data can be retrieved promptly in case of an emergency. It is also useful to 
retain original copies of software; if a system is hacked, backup copies may be infected, making it 
necessary to re-install the originals.

10.  Enable Logging and Log Archiving. Logging can help identify suspicious activity on the network. 
Because the number of items to be monitored is virtually limitless, it is best to focus on a two key areas: 
failed login attempts and permission changes. Logging also helps security administrators understand how 
an attack was launched and if it was successful. Logs are not always reliable, however, because hackers 
can (and do) change log entries to cover their tracks.  There are even tools available that change the date 
and time that files were last accessed.

11. Document and Maintain a Network Map. Document and maintain a map of your network. This will 
help IT staff to respond more quickly to a security incident. This document will help reinforce everyone’s 
understanding of the network. The documentation should include hardware and software configurations, 
IP addressing, and router/firewall configurations. It should include warranty and purchase information for 
all equipment. Included in this document should be phone numbers for vendors and consultants as well.  
With this list in hand, even a backup system administrator will be able to respond to security incidents in a 
timely manner.



12. Implement a Firewall. A firewall is one of the most effective security administration tools. Based on 
rule sets that are loaded into the firewall, the passage of traffic into and out of the organization can be 
restricted according to its source and destination, specific applications and types of files, users or groups 
of users, and even limit access to specific resources by time of day. Firewall capabilities can be added to 
existing routers via software. When ordered with new Internet connections, the service provider can 
deliver the firewall-equipped router pre-configured and pre-programmed for installation. The firewall can 
reside at the hub location on the network to provide protection for the branch offices connected to it, 
further reducing the cost of deployment.

13. Encrypt Sensitive Data. Encryption helps to protect both the privacy of sensitive data and user 
authentication information sent over the internet. In addition, encryption may be required by the 
Healthcare Insurance Portability Act (HIPAA), Sarbane Oxley Act, or other mandates, depending on the 
industry and location.

14. Implement Intrusion Detection. Hackers use port scanning tools such as Network Mapper that 
probe for a target network’s vulnerabilities. The hacker checks for every possible piece of network 
software on a server, for example. If the hacker detects the presence of active software, he or she tries to 
find out more information about the computer. The hacker then tries to exploit that port further until he or 
she can enter the network at will. An intrusion detection system monitors all ports for this kind for 
scanning activity and raises alarms if suspicious activity is found.  Some intrusion detection systems 
automatically shut down the vulnerable port when a scan is detected.

15. Respond to Violations. The security team must be alerted when an intrusion is detected. Response 
procedures should be defined that detail levels of authority within the team to make changes. Some 
possible actions include: isolating or shutting down breached systems, making changes to stop access to 
the intrusion, and alerting internal management and legal staff. Information about an attack should be 
collected to determine the extent of a violation and the systems affected; this information could be used if 
violations are prosecuted. Staff should be trained in proper forensic procedures to ensure evidence is 
preserved and admissible in court. 

16. Subscribe to an Malware Update Service. Whether the software is loaded on individual clients or 
servers, it is imperative to subscribe to an update service to ensure that the enterprise network stays 
protected against new and emerging malware. This is more important than ever before. Not only are the 
numbers of viruses, worms, trojans and other malware increasing, but the type of threat and method of 
delivery are constantly evolving as well. Newer viruses can alter their behavior to avoid detection by 
traditional scanning methods that merely look for the signatures of known viruses. New detection methods 
are available that look not only for the signatures of known viruses but monitor for any suspicious 
behavior exhibited by files and then isolate them before they have a chance to execute and propagate on 
the network.

17. Secure the Premises. Physical access to the network must be "locked down" by taking such often 
ignored precautions as locking doors to sensitive areas, including those to the wiring closets on each 
floor, equipment rooms, and the basement area containing incoming carrier lines and associated 
interfaces. Access to the data center and network operations center must be tightly controlled as well. 
And there must be frequent monitoring for the presence of unauthorized wireless access points in the 
building, the signals of which can be picked up outside the building by a breed of hackers known as “war 
drivers” who are often equipped with high-gain antennas that can pull in even the weakest of signals. All 



of these should be treated as potential breach points, especially since they are behind the firewall and, 
consequently, unprotected.

18.  Develop and Test a Business Continuity (Disaster Recovery) Plan. Recent disasters have shown 
that developing an effective business continuity plan is critical to optimum recovery. Organizations that 
have successfully survived not only identified functions that were business critical and planned for their 
recovery, they also periodically tested plans before the actual disaster. Some network security best 
practices should be part of an organization's business continuity plan.

19. Pay Attention to Web Site Security. Web servers can provide very easy access to the corporate 
network by even relatively unskilled hackers.  Make sure the material on the web site contains no links 
back to the main servers or to corporate databases, and that the sites are regularly checked for 
vulnerabilities. Administrative access to the site should be password protected.

Outlook
[return to top of this report] 

It's been projected that in the near future the world's networks will support "a billion connected devices" --
a real challenge for developing network security best practices. As organizations' networks become more 
global, the focus of best practices must expand beyond protecting the bricks and mortar of local offices to 
securing virtual and real offices located around the world--along with partners, customers, and remote 
users. To effectively face all of these changes, the list of best practices must become a "living document" 
that adds a protective layer to the growing network. 

A Billion Connected Devices. "In the next ten years or so, a single advanced integrated IP network will 
likely be handling the majority of the world's communications needs.  . . . .And it will support an ever-
widening array of services across a billion connected devices globally. This proliferation of devices and 
applications within the converged networks -- it's going to create a breeding ground for security 
problems." These comments were made by Assistant Secretary of DHS Cyber Security and Technology 
Gregory Garcia at the February 2007 RSA Security Conference. Protecting these complex and ever-
expanding  networks will be a growing challenge--but even today, organizations implementing global 
network best practices  must consider: 

●     Diversity in geography, language, culture, law, and politics.  
●     Compliance with global regulatory standards. 

Home Workers. Security best practices also apply to employees who work remotely. Some organizations 
consider that working from home is a privilege, not a right. These organizations require teleworkers to 
sign a contract allowing for periodic inspections of home offices. If employees do not sign, they are not 
allowed to work from home. Although this is an unusual policy, some say that companies do have the 
authority to enforce security policies in home offices. As the number of teleworkers is projected to 
increase, organizations will have to deal with new sets of policies for remote and wireless 
access. Network Access Control (NAC), in which devices attempting access via a VPN are first scanned 
for compliance with security policies (patch levels, updated anti-virus software, etc), is poised to become 
the norm. Some companies even require remote or mobile employees to only access their networks over 
a secured virtual private network (VPN) using company-owned equipment running a company-standard 



software image, to eliminate the chance of infection from malware on personally-owned machines.

Updates. Policies drive network security best practices; to keep pace in this rapidly changing world, 
updating security policies is necessary. Some reasons for updating policies are:

●     New Technology--new technologies are often introduced before organizations realize their 
vulnerabilities. For example, Microsoft's Windows Vista operating system was breached when 
interacting with a popular CA package and also through its voice recognition capabilities.  

●     Regulatory Compliance--compliance with the Privacy Act, Sarbanes-Oxley, and HIPAA Privacy 
Rule, and other local regulations, are issues that have caught the attention of upper management--
resulting in organizations updating their security policies. Compliance with customer privacy 
regulations will continue to be especially critical in financial, healthcare, and pharmaceutical 
companies. Organizations that demonstrate compliance will not only be viewed as good 
"corporate" citizens, they will also have a competitive edge in a growing regulatory-conscious 
environment.  

●     Changing Business Models--organizations will increasingly change the way they do business--
using the internet to interact with staff, customers, partners, and suppliers. This network-centric 
business model will continue to blend network structures--that were previously isolated--and in the 
process expand the landscape of security  vulnerabilities. Cloud computing, for example, has 
introduced a whole new series of challenges.

Recommendations
[return to top of this report] 

Training for Security Awareness.  The need for employees to support network security best practices is 
critical. Support begins and continues with periodic security awareness training for the entire organization; 
training everyone prevents inconsistencies in security awareness within different employee levels. 
Security awareness is so important to some companies that they link employee bonuses to attendance at 
awareness training sessions. Other companies give employees rewards for following best practices--and 
publicize successes; however, lax employees face consequences. To improve training, some 
organizations are piggy-backing training with company-wide events and meetings. Others include security 
articles in existing newsletters, or on their company Intranets. Security training must be continually 
reinforced. 

For training and best practices to be effective they must be supported by top management. Since 
executives lead by example, they should not have "inconvenient" security features shut down on their 
personal systems or it will negatively affect the security morale for others in the organization. 

Updating Policies/Practices. Network security policies and best practices are living documents that 
need to be periodically reviewed and updated. Reviews should include an annual risk analysis to provide 
detailed security requirements. These detailed security requirements become the basis for an optimal 
security position. An evaluation of current security measures versus desired protection could also be 
considered.

Securing Globally. Many organizations are now expanding security focus to include global suppliers, 



partners, customers, acquisitions, and outsourcers. For global organizations, regulations and security 
technologies that are supported in the U.S. may not be allowed abroad, and some U.S. regulations such 
as the Patriot Act are considered unacceptable to other countries; to be compliant, security practices 
should be deployed based on the requirements and cultures of specific countries or regions. Outsourcing 
offshore introduces other security risks. Before offshore shipment to outsourcers, some companies 
configure all servers, laptops, and PCs to corporate standards at head office. To further protect the 
infrastructure, home office employees travel to the global location for the installation of a dedicated 
network connection with firewalls. Prior to signing a global outsourcing contract, security audits are 
advised--including an audit of the physical site--and SLAs should specify security requirements. Political 
risks should also be considered.

Keeping Up With Security Threats and Tools. The continued effectiveness of security depends on the 
network security administrator staying alert to new and emerging threats. This entails establishing and 
maintaining contact with various network security watch groups, such as CERT, US-CERT, SANS, and 
others. It also entails installing security patches and anti-virus updates in a timely manner when they are 
issued by vendors to plug newly discovered security holes in their products. Any lapse in staying abreast 
of these developments can compromise network security. It is also important to keep up with new and 
emerging network security solutions. Because of tremendously increased security threats in the past few 
years, vendors have responded with new tools and techniques, including network sign-on tools that 
immediately identify systems that do not have the most recent anti-virus files or system security patches 
installed. 

Considering  Multiple Security Solutions. It is imperative to recognize that no single security solution 
fits all contingencies, and layered security is often required. Firewalls, for example, may not include virus 
protection, particularly if the firewall is part of a managed security service offered by a third party. Many 
firewalls do not include intrusion detection capabilities.  Additionally, a separate system is usually required 
to authenticate remote users who require access to the corporate network over a virtual private network 
(VPN), dialup connections, or wireless links. Remote authentication is provided by implementing a 
RADIUS server. All of these systems require personnel with appropriate expertise, which also drives up 
the cost of doing business. 

Web Links
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ASIS International: http://www.asisonline.org/
Cisco Systems: http://www.cisco.com/ 
Computer Emergency Response Team Coordination Center: http://www.cert.org/ 
Check Point: http://www.checkpoint.com/
Computer Security Institute: http://www.gocsi.com/
Global Information Assurance Certification: http://www.giac.org/
International Information Systems Security Certification Consortium: http://www.isc2.org/
SANS Institute:  http://www.sans.org/
McAfee:  http://www.mcafee.com/
Symantec: http://www.symantec.com/ 
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