Assume a year has passed and there has been improved security by applying a number of controls.  Using the information from Table 1 and table 2 calculate the post-control ARO and ALE for each threat category listed.
	Threat Category
	post-control ARO
	post-control  ALE 
	

	Programmer mistakes
	 12.00
	 $60,000
	

	Loss of intellectual property
	 0.50
	 $37,500
	

	Software piracy
	 12.00
	 $6,000
	

	Theft of information (hacker)
	 2.00
	 $5,000
	

	Theft of information (employee)
	 1.00
	 $5,000
	

	Web Defacement
	 4.00
	 $2,000
	

	Theft of equipment
	 0.50
	 $2,5000
	

	Viruses, works, Trojan horses
	 12.00
	 $18,000
	

	Denial-of-service attacks
	 2.00
	 $5,000
	

	Earthquake
	 0.05
	 $12,500
	

	Flood
	 0.10
	 $25,000
	

	Fire
	 0.10
	 $50,000
	


Table A
	Threat Category
	Cost per Incident(SLE)
	Frequency of Occurrence
	ARO
	ALE

	Programmer mistakes
	$5,000 
	1 per week
	52.00
	$260,000.00 

	Loss of intellectual property
	$75,000 
	1 per year
	1.00
	$75,000.00 

	Software piracy
	$500 
	1 per week
	52.00
	$26,000.00 

	Theft of information (hacker)
	$2,500 
	1 per quarter
	4.00
	$10,000.00 

	Theft of information (employee)
	$5,000 
	1 per six months
	2.00
	$10,000.00 

	Web Defacement
	$500 
	1 per month
	12.00
	$6,000.00 

	Theft of equipment
	$5,000 
	1 per year
	1.00
	$5,000.00 

	Viruses, works, Trojan horses
	$1,500 
	1 per week
	52.00
	$78,000.00 

	Denial-of-service attacks
	$2,500 
	1 per quarter
	4.00
	$10,000.00 

	Earthquake
	$250,000 
	1 per 20 years
	0.05
	$12,500.00 

	Flood
	$250,000 
	1 per 10 years
	0.10
	$25,000.00 

	Fire
	$500,000 
	1 per 10 years
	0.10
	$50,000.00 


Table B

	Threat Category
	Cost per Incident(SLE)
	Frequency of Occurrence
	Cost of Control
	Type of Control

	Programmer mistakes
	$5,000 
	1 per month
	$20, 000
	Training

	Loss of intellectual property
	$75,000
	1 per 2 year
	$15,000
	Firewall/Ids

	Software piracy
	$500 
	1 per month
	$30,000
	Firewall/Ids

	Theft of information (hacker)
	$2,500 
	1 per 6 months
	$15,000
	Firewall/Ids

	Theft of information (employee)
	$5,000 
	1 per year
	$15,000
	Physical security

	Web Defacement
	$500 
	1 per quarter
	$10,000
	Firewall

	Theft of equipment
	$5,000
	1 per 2 years
	$15,000
	Physical security

	Viruses, works, Trojan horses
	$1,500 
	1 per month
	$15,000
	Anti-Virus

	Denial-of-service attacks
	$2,500 
	1 per 6 month
	$10,000
	Firewall

	Earthquake
	$250,000 
	1 per 20 years
	$5,000
	Insurance/backups

	Flood
	$250,000
	1 per 10 years
	$10,000
	Insurance/backups

	Fire
	$500,000 
	1 per 10 years
	$10,000
	Insurance/backups


Comments:

To complete the post ARO and post ALE, we will simply use the method the same as the pre ARO and pre ALE, this time using the new SLE and new frequency of occurrence.


To solve for the value of ARO, simply convert the frequency of occurrence in terms of 
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. For example, 1 per month is equivalent to a post ARO of:


[image: image2.wmf]00

.

12

12

1

1

=

÷

÷

ø

ö

ç

ç

è

æ

=

ARO

yr

months

month

ARO



To solve for the post ALE, we will multiply the new SLE by new ARO:
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The post control is used to describe the event after applying a control method. This can reduce the frequency of occurrence as well as the cost per incidence of a certain threat. After applying the post control, it can be seen that some of the entries in post control ARO and post control ALE is much less than that of the pre control ARO and pre control ALE. This shows that the control methods are means to reduce the amount of loss in the company.
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