A wireless network will only function as well as it is designed to function. Outline the four steps involved in designing a wireless network, which are described on pp. 204-211 of the text. List the steps and write a one to two sentence summary of each step. If you were designing a wireless network, would you spend the time and money required to develop a user support system? Justify your answer. 

Determining the Deployment Scenario

The first step in designing a WLAN is to decide upon the correct deployment scenario.

There are seven different deployment scenarios for WLANs. These include:

■ Ad hoc—An ad hoc or peer-to-peer network is an independent local area network not connected to a wired infrastructure, in which all stations are connected directly to one another. Ad hoc networks are useful where a wireless infrastructure does not exist or where services to remote networks are not required, such as a trade show or collaboration by co-workers at a remote location.

Infrastructure—WLAN devices connect to a wired corporate network through a wireless access point. Most corporate wireless LANs operate in infrastructure mode and access the wired network for connections to printers and file servers.

■ Hotspot—A hotspot provides wireless LAN service, for free or for a fee, from a variety of public areas, including coffee shops, public libraries, and airport lounges. 

■ Point-to-point remote wireless bridge—A bridge connects two networks. A point-topoint bridge typically interconnects two LAN segments.

■ Point-to-multipoint remote wireless bridge—A point-to-multipoint configuration is used to connect multiple LAN segments. When connecting three or more LANs, for example LANs located on different floors in a building or across buildings, the point-to-multipoint wireless bridge is used.

■ Ethernet to wireless bridge—An Ethernet wireless bridge connects a single device that has an Ethernet port but not an 802.11 network interface card (NIC), such as a network printer, to a wireless network.

■ Wireless gateway—Wireless gateways provide a single mechanism for managing and monitoring the wireless network. They have proven to be very effective in large enterprises that use WLANs extensively. 

Determining the proper deployment scenario clearly depends on the networking problem that is being solved or the type of new service that is being proposed. The most common type of wireless LAN scenario is an infrastructure network with the access point(s) connected to the wired infrastructure.

Selecting the IEEE Wireless Network Type

Once the deployment scenario has been determined, the next step is determining which IEEE wireless network type would be best. There currently are three standards: IEEE 802.11b, 802.11a, and 802.11g.

NOTE Wireless devices labeled “802.11 pre-N” started to appear in 2004 from different vendors implying that they follow the upcoming IEEE 802.11n standard. However, the standard has not yet been determined and it could be different from these “pre-N” devices. Many industry experts recommend avoiding “pre-N” devices.

The decision regarding which standard to use involves several factors and often provokes intense debate. For example, if there are other devices in the immediate area that use the 2.4 GHz wireless spectrum, such as portable telephones, microwave ovens, or other 802.11b access points, then the 802.11a standard, which uses the 5 GHz wireless spectrum, might be the best solution. However, because the basic service area of an 802.11a access point is smaller, it takes more APs to cover the same area and thus is more expensive than other types.

What type of applications will be used? If the users are downloading large files and require fast access, then a higher-speed 802.11a or 802.11g network is preferable over an 802.11b system.

In general, if a broader area of coverage is needed, the 802.11g standard should be considered first. It combines a good balance of coverage area with speed. However, if interference is an issue, then the 802.11a standard should be considered. Only in areas where low bandwidth is acceptable or an ad hoc wireless network will be used should 802.11b networks be considered, because of their slow speed and susceptibility to interference from other devices.
NOTE The decision does not always have to be between two standards. Access points and wireless NIC adapters are now available that support two or even three of the standards. A dual-band 802.11a and 802.11g access point can simultaneously support both types of wireless networks.

Deciding upon Access Point Management

If an infrastructure wireless network is to be used, a decision must be made regarding the type of access point management. Traditionally the management functions of aWLAN such as user authentication, encryption, and access point configuration are included within the AP itself. Sometimes known as a fat access point, the AP serves as the management point of the wireless network: any configuration to the wireless LAN must be done through the access point. (APs are generally configured through a browser interface.) 

An alternative wireless network management solution was introduced in 2003 by several vendors. Instead of managing a WLAN from individual fat access points, the WLAN is set up with what are known as thin access points (access points that lack management functions), and management functions are moved to an Ethernet network switch. The thin access points act as merely a “junction box,” linking the wireless LAN with the wired network. 

This arrangement has several advantages. First, wireless network management is simplified in that access points can be managed from one central location—the switch—instead of having to individually configure each fat access point on the network. Second, the time required for handoff (in which authentication information is transferred from AP to AP as clients move through a WLAN) is significantly reduced, because all authentication information is now isolated in a single switch. Reducing the time for handoff has a positive effect on communications that benefit from uninterrupted data flow, such as Voice over IP (VoIP).
However, there are disadvantages to the thin access point approach. As of 2005, all thin access points and switches are proprietary: a switch must be mated with a specific brand of AP from a single vendor. The Internet Engineering Task Force (IETF) Control and Provisioning of Wireless Access Points (CAPWAP) Working Group is developing a protocol that will allow any vendor’s switch to communicate with any other vendor’s thin access point, yet there is no timetable at present for the new standard and none of the equipment from present vendors has demonstrated cross-vendor interoperability. Although thin access points ease some of the management burden of WLANs, this approach still does not provide an overall solution for managing an entire network (wired and wireless). With thin access points one mechanism is needed to manage the wired network and a separate one is needed to manage the wireless network.

At this writing, several vendors are working on comprehensive network management solutions that integrate wireless networks into the same deployment, operations, and management as a wired network. For example, Cisco’s Structured Wireless-Aware Network (SWAN) establishes a network framework to integrate and manage wired and wireless networks by extending “wireless awareness” into key elements of the wired network infrastructure. SWAN provides similar levels of management, security, scalability, and deployment for wireless networks that organizations require from their wired LANs. Other vendors are promoting similar products.

Determining the Location of the Wireless Devices

Although one of the advantages of wireless networking is the freedom to roam without wires, consideration must still be given to the optimal location of the wireless devices in an ad hoc network or the access point(s) in an infrastructure network. One consideration is the interference of radio signals from other objects. Table 6-3 lists different types of objects and the degree of interference that they may cause. Based on the amount of interference it may be necessary to move the wireless devices in order to better receive the signal.
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Table 6-3 Interference by objects N
Object Example Type of interference
Open space Courtyard or open cafeteria None
Wood Door or floor Low
Plaster Inner wall Low
Synthetic materials Office partition Low
Cinder block Exterior wall Low
Asbestos Ceiling insulation Low
Glass Clear window Low
Wire mesh in glass Security window Medium
Human body Large group of people Medium
Water Aquarium Medium
Brick Outer wall Medium
Marble Floor Medium
Ceramic Floor High El
Paper Roll or stack of paper stock High
Concrete Floor, pillar High
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Table 6-3 Interference by objects (continued)
Object Example Type of interference
Bulletproof glass Security booth High
Silvering Mirror Very high
Metal Elevator shaft or filing cabinet Very high





In addition to objects that cause interference, both ad hoc and infrastructure networks have special considerations regarding the placement of wireless devices. These are now discussed in detail.

Ad Hoc Mode

In ad hoc or Independent Basic Service Set (IBSS) mode the wireless devices communicate directly between themselves without using an access point. Designing an ad hoc network involves three main considerations. First, the stations must be arranged so that they are all within the proper distance limits. Second, all stations must send and receive signals on the same frequency. And finally, the hidden node problem must be avoided so that each station can communicate with all other stations. In Figure 6-3, Stations B, C, and D are all within Station A’s range. However, Stations B and D are not within the range of one another and thus cannot send and receive messages. These two stations would have to move closer together in order to communicate.

Infrastructure Mode

Positioning the access points in the correct location for an infrastructure wireless LAN is a critical step in ensuring that the coverage area is sufficient. Interference by objects must be taken into consideration. In addition, it is desirable not to have the signal extend beyond the exterior walls of the building for security reasons. This will prevent unauthorized users from taking up the signal and attempting to access the network. 
When setting up an Extended Service Set (ESS) infrastructure network with multiple access points, it is important that the channel on which each access point transmits is set correctly. Two adjacent access points that use the same channel can cause interference and lost frames. This is illustrated in Figure 6-4. The solution is to set each access point on a separate channel, such as channels 1 and 11. IEEE 802.11b and 802.11g networks divide the frequency spectrum into 14 overlapping and staggered channels of 22 MHz each. Only channels 1, 6, and 11 do not overlap. In an area where two or more 802.11b or 802.11g access points are being used, a technique known as channel reuse can be implemented. Channel reuse calls for adjacent access points to use non overlapping channels (1, 6, and 11) so that the access point using one channel will not interfere with its neighbor. Channel reuse is illustrated in Figure 6-5. Notice that no access point basic service area touches the service area of another access point using that same channel number. IEEE 802.11a networks have eight non overlapping channels, so channel reuse is not as much as an issue.
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Figure 6-3 Ad hoc hidden node problem
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Figure 6-5 Channel reuse

A Wireless networks that are not properly configured and use overlapping
é channels will continue to function, but not as efficiently as they could with
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In addition to properly configuring each access point for channel reuse, another consideration when positioning access points in an infrastructure network is to be sure that they properly overlap. The coverage area of each AP should overlap with the next AP enough to avoid gaps in coverage. However, the APs should not be too close together. This is because wireless devices will automatically associate with the access point with the strongest signal. If access points are too close to each other, even when using non overlapping channels, wireless devices can “flip flop” back and forth between access points. This is illustrated in Figure 6-6.
