1. Scenario: 

One of the customer service personnel, used the company’s computer and internet connection to hack into the computer of a minor girl (a customer) and demanded money from her for not disclosing her secrets. 


2.  Identify three legal issues involved with the crime (legal issues are legal questions that are answered by the law) 

The legal issues identified are: 
1. The employee has intentionally accessed a computer without authorization of a minor and has obtained information contained in a private computer. 
2. The employee has intentionally intercepted private electronic communication 1 
3. The employee was exploiting a minor for financial gain. 
4. To what extent is the company responsible for the actions of the employee? 


3.  Conduct research using the following site: Cornell Law School:  http://www4.law.cornell.edu/uscode/ and locate a federal statute that addresses the business crime committed. 
This is what the website http://www.usdoj.gov/ says: 
“The Title 18, Crimes and Criminal Procedure Part 1 – Crimes, Chapter 121 Stored wire and electronic communications and transactional records access: Section 2702. Voluntary disclosure of customer communications or records; 

(1) a person or entity providing an electronic communication service to the public shall not knowingly divulge to any person or entity the contents of a communication while in electronic storage by that service; and 

(2) a person or entity providing remote computing service to the public shall not knowingly divulge to any person or entity the contents of any communication which is carried or maintained on that service—“ http://www.usdoj.gov/ 

Now the employee who was working for Sweet Treats had access to information about the minor and he used the information to exploit the minor. 

4.  Using the Federal Statute, analyze the legal issues from your scenario and write an analysis of how the law is applicable to the scenario and how the matter should be resolved in accordance with the law (your response should address each legal issue under a separate heading in your essay). 
Under 18 USC 1029 the employee has committed fraud in connection with access devices. The employee had no business to enter into the personal computer of the minor, gain access to her personal information and use the personal information for threatening her. The Sweet Treats employee has committed a fraud as described in 18 USC 1029. 

Under 18 USC 2510 the employee is disallowed to intercept wire and electronic communications between the minor and others which he did. He browsed through the records of communication of the minor with another person and used it to threaten her with exposing the communication. The Sweet Treats employee has intercepted/read e-mails sent by the minor to another person and has used this information to exploit her. 

Under 18 USC 2712 the employee used the information that he had come across while servicing a customer that was used for exploitation of a child. The employee was using the company’s computer system to service Sweet Treats’s customers when he used confidential information provided by the customer to exploit her. 

The employee was acting against the company policy, vision and mission of Sweet Treats. There are other customer service employees who carry out their duties honestly and so Sweet Treats cannot be held responsible for the actions of the employee. Legal action will be taken against him by Sweet Treats. 

5.  Include a discussion of Rawl's social contract—A moral theory that says each person is presumed to have entered into a social contract with all others in society to obey moral rules that are necessary for people to live in peace and harmony.  How is this relative to the scenario and the ethical issues involved? 
The social contract theory is of the view that persons’ moral or political compulsions are dependent on a contract or agreement among them to form the society. This theory is closely connected with modern political and moral theory. In the social contract theory there is first the pre-political condition or the original position, the political order established just as people were coming out or the just social order whose structure is described by the two principles of justice and the actual society. The two moral powers are the sense of justice and the conception of good. 
From the perspective of the social contract theory the employee of Sweet Treats broke the contract when he used information about a customer to hack into her computer, read personal e-mails and threatened to expose her. 
If we consider the two moral powers we realize that the the Sweet Treats customer service employee did was neither just nor good. It is not just to hack into someone’s personal computer nor is it good to threaten exposure and exploit a minor customer. 
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