First Bank of Paradise's Wide Area Networks
Background
The First Bank of Paradise (FBP) operates primarily within the state of Hawaii, although it has one branch office on Da Kine Island in the South Pacific. FBP has 27 branch offices around the state. Figure 1 shows the bank's wide area network.

Figure 1: First Bank of Paradise Wide Area Network
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Organizational Units
Major Facilities 

Figure 1 shows that FBP has three major facilities, all located on the island of Oahu. 

•
Headquarters is a downtown office building that houses the administrative staff. 

•
Operations is a building in an industrial area that houses the bank's mainframe operations and other back-office technical functions. It also has most of the bank's IT staff, including its networking staff. 

•
Second is a back-up facility. If Operations fails, Second can take over within minutes. Second is located in an otherwise agricultural area.

Branches 

Although branches are small buildings, they are complex technologically, primarily because the devices there use diverse network protocols. The automated teller machine at a branch uses SNA protocols to talk with the mainframe computer at Operations. The teller terminals use different SNA protocols to talk to the Operations mainframe. File servers require IPX/SPX communication, and branch offices that need Internet access require TCP/IP. 

At each branch, there is a Cisco 2600 router to connect the branch to Operations. This is a multiprotocol router capable of handling the many protocols used at the internet and transport layers in branch office communication.

External Organizations 

First Bank of Paradise has to deal with several organizations outside the company. Figure 1 shows only one of these-a connection to a credit card processing center. In fact, the Bank deals with over a dozen outside support vendors, each in a different way. Fortunately, the credit card authorization firm uses TCP/IP, which simplifies matters.

The FBP Wide Area Network (WAN) 

Figure 1 shows the complex group of WANs that the bank uses to hold together this geographically dispersed and technologically diverse collection of sites.

T3 Lines 

A mesh of T3 lines connects major facilities, as Figure 1 shows. 

T1 leased lines operate at 44.7 kbps, providing "fat pipes" between these facilities.

Branch Connections 

Branches are connected to the major facilities in two ways. Most of the time, they communicate via a Frame Relay network. For each branch, there are two 56 kbps PVCs. One leads to Operations, the other to Backup. They also have ISDN, as do the major facilities buildings.

Da Kine Island Branch 

For the Da Kine Island branch, the firm has a 128 kbps fractional T1 digital leased line.

Credit Card Service 

FBP connects to the credit card processing using a company 56 kbps Frame Relay network. This gives adequate speed.

Branch LANs 

Branch offices require complex internal networking because of their use of multiple protocols. Until recently, all networking in branch offices used 802.5 Token-Ring Networks, except for a few "rogue" devices, including automated teller machines, which required different connections. The bank is replacing its branch Token-Ring Networks with Ethernet networks on a staged basis over three years.

Internet Access 

For Internet access, FBP uses two separate ISPs, connecting to each via a T1 leased line. By limiting access to the Internet to two points, FBP enhances its security.

Diagram A:  Basic FBP Backbone Network


Diagram A shows the basic network structure without the redundancies, the bare backbone network that FBP needed to carry out its operations.
The redundancies as compared to Figure 1 are: 

1) The 56 kbps PVC1, leading from the Branch to the Second

2) The ISDN backup, between the Branch and the Operations

3) The ISDN backup, between the Branch and the Second

4) T3 leased line, between the Second and the Operations

5) T1, between Second and the ISP 1

6) ISP 1

By having Second is an absolute necessity as it serves as a back-up facility, in case Operations should fail, it can take over. However as a result, 3 more connections are being established: 

T3 Leased Line between Operations and Second, is used for the purpose of backing up all data simultaneously as it is taking place via Operations, a robust T3 Leased line does just the required job.

PVC 1 between Branch and Second is installed just in case Operations fail, because if Operations should fail, then PVC 2 between Branch and Operations would also be down.

ISDN backup between Branch and Second offers a direct connection between these two facilities (Branch and Second) should Operations goes down.

The ISDN backup between Branch and Operations will come into existence should PVC 2 connection failed in its track.

By having an additional ISP (ISP 1) as a precaution just in case ISP 2 should experience operational difficulty (unexpected server failure), even if just temporary would result in huge setback for FBP, therefore having a second leased line (preferably from a different telecommunications carrier) is a good backup strategy.

Additional access points would add to unnecessary overhead costs (resulting in extra T1 lease line being installed, firewall equipment and router), also the more access points there are the greater the risk of hackers penetrate into the systems.
Two access points are a sufficient precaution against unexpected ISP down time. The advantage of having additional access points is that, if one telecommunication carrier should experience critical moments, then the other can immediately take over.
The bank uses a 56 kbps PVC (permanent virtual circuit) for its branches. However, to connect to the credit card processing center, both the protocols and connection type the FBP uses and that of the credit card company would have to be same for there to establish a connection.
T1 and Frame Relay are for the exception of connecting headquarters computer networks. In the case of Da Kine Island branch, the firm uses a 128 kbps fractional T1 digital leased line. Fractional T1 lines are cheaper but have a fraction of the 24-channel capacity of T1 lines; in this case it probably justifies the needs (or demands).
T3 offers a dedicated connection, a mega data transfer rates of 43 Mbps, the only ideal way for forming the needed virtual network backbone.
Introduction
You have been hired as the bank's network manager, reporting directly to the CIO. As your first assignment, you are to evaluate a proposal to use a microwave system to bypass the need for the leased T3, 11, and Frame relay lines. The proposal was prepared by Island Communications, Incorporated (ICI). ICI will provide all of the engineering and installation of the microwave systems including the towers and antennas. They will provide the exact same service Paradise is now using, except for radio. In other words, they will deliver T3's, 11 's and fractional 11 's. The Frame network will be replaced by fractional 11's. 

The cost of this project is $750,000 up front and ongoing costs of $10,000 per month. The monthly charges cover the leasing of space on TV towers and rooftops (where ICI intends to mount some of the microwave dishes) and ongoing support for the microwave and antenna's from ICI. The microwave radio ICI proposes uses the unlicensed spectrum-around 5Ghz. Therefore, no FCC license will be required.
Currently the costs for EACH circuit in the network are:
1.
ISDN line - $120 per month 

2.
13 - $10,000 per month 

3.
11 - $800 per month 

4.
56kbps - $200 per month 

5.
PYC into frame Relay $100 per month 

6.
Frame Relay Port Charge - $250 per month per port (every connection into the 

Frame Network is one port.) 

7. 
Fractional 11 - $350 per month 

Much of the equipment already in place is discussed in the Background above. 

You have been asked by the bank president to report on this proposal to the board. They need to know if this makes sense, and what other issues are involved, as well as your recommendation. Most of the board does not understand the technologies, so you will need to spell out the details in terms they can understand. They also have very sketchy details right now, only what is written here. The finance department is dealing with ICI and they are telling you and the CIO that only Finance should be talking to ICI. You realize this is a problem, and need more information straight from ICI, but Finance is less than helpful. 
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