Week 7 Application: Evaluating the Computer Systems of a Company

	Auditor’s Role in Computer Controls

	Auditors test the computer controls for effectiveness through inquiry and observation. Auditors also review the computer security programs, risk policies, procedures, and standards on all major systems and facilities. They further check on who is responsible for monitoring, backups, log-ins, passwords, and vulnerabilities. In addition, auditors should check for the risk of errors, risk of fraud, effectiveness of application controls, risk of financial statement misstatements regarding security of data and assets, and relevant components of internal control.

In 1998 and 1999, Y2K was a term that was used to describe an anticipated computer problem that would occur in the year 2000. When reading the year, computers were originally designed to read two numbers instead of four numbers. Many people thought items that were run by computers would be unable to read the year 2000 and would revert back to the year 1900, potentially causing systems to fail. Many industries had to implement disaster recovery or contingency plans in preparation for this failure. As a result, auditors had to be prepared to review those plans.

Auditors must be prepared to test the effectiveness of controls and be able to evaluate a disaster recovery or contingency plan. Read the information provided in this document about Anthony’s Orchard’s information system.

 

	Anthony’s Orchard’s Information System

	Anthony’s Orchard’s information system uses cloud computers where information is handled by MDAC’s accounting, customer service, and manufacturing systems. Anthony’s Orchard does not believe in having a full-time staff of data processing and systems personal. The MDAC’s information system is a Window’s-based information technology. All information is passed using a secure VPN network over the Internet. The contract with MDAC allows the auditors to evaluate and audit the systems of Anthony’s Orchard.  

The MDAC accounting, customer service, and manufacturing systems are fully integrated. The MDAC is a propriety system owned by MDAC of USA. MDAC of USA is traded on the NASDAG. MDAC sales for $125 a share and has a multiple of 25 to earnings per share. MDAC has been in business for over 20 years.
· MDAC is used to accounting IT audits and is prepared for outside service reviews. 

The following information was given to the auditors: 

· MDAC is located in New Jersey.

· MDAC trades on the NASDAQ.

· MDAC the accounting auditor is Crowe Chizek and Company, LLC.

· MDAC has been profitable for the last 20 years with profit margin of 20 percent each year.

· MDAC has no debt.

· MDAC has a Board of Directors of 11 people with seven being from the outside.

· MDAC’s Chief Security Officer, Mr. Satrd Assad, has held the position for the last 3 years.

· MDAC’s CEO is Sally Straight; she has served as CEO for the last 5 years.

· MDAC’s Chairperson is Fred Llingstone; he has served in this position for the past 10 years.
· MDAC develops markets and distributes accounting, customer service, distribution, and manufacturing software on the cloud. MDAC provides a Disaster Recovery Plan for its customers. The plan reflects the following:

· Hot Site: Within 6 hours, a complete restart of all essential Account Receivable, Customer Service, Inventory, and Revenue functions for all customers in view of complete disaster at main location. 

· The main site is in Newark, New Jersey. The Hot Site is in Dover, New Jersey which is 100 miles south of Newark.

· The Dover location has main client/server available with memory and storage ability.  

· Communication access to the Internet is available to handle the new load since Dover is in a different physical location. 

· All other functions to start within 12 hours of a major disaster.  


	Key Personnel at MDAC

	· Jim Smile, Director of Incident Control

The Incident Control Team prepares an incident document for each customer that can be considered a treat to assets/IT processes. This incident document prepares for potential threats in view of each customers unique needs and attributes. Anthony’s Orchard is prepared in an annual basis with reviews every 3 months. 

· Mary Care, Director of Emergency Control

The Emergency Control Team looks at the first reaction to a Disaster Recovery Program. This can be considered as the “Firemen in a Fire” at your location. They will be responsible for providing the necessary information and structure to bring up the organization, systems, and data to the user. If Anthony’s Orchard were to have a real boost to the systems and a need arose to bring up the system in a new location, this is the team that would assist in that process. 

· Dan Dial, Director of Assessment Control

The Assessment Control Team assesses immediate damage at the site. This team has the knowledge in equipment, communications, systems, networks, and data to correctly evaluate the extent of the damage. With a correct evaluation of the damage, correct steps can be completed in bringing up the system in a limited amount of time.

· Emory Seal, Director of Emergency Management Control

The Emergency Management Control Team is responsible for the customer. They coordinate and handle all activities of all recovery teams. They make all related key decisions. This can include decisions on public statements to the press, steps in bringing up the systems, and the transfer of key employees. Other decisions include the strategic implications of handling the systems information needs and security needs of a client like Anthony’s Orchard.

	MDAC Systems

	The following audit procedures were completed on the MDAC systems:

· The offsite storage facility was evaluated to ensure the presence, synchronization and currency of critical media, as well as documentation at the location in Dover. This includes data files, application software, application documentation, systems software, and operations documentation, necessary supplies to start, special forms, and a copy of the business plan continuity steps. The auditor performed a detailed inventory review. Next, the auditor checked for correct dataset names, volume serial names on files, (father, son, and grandfather files), and checked for dates on backups. 

· The evaluation of security at the offsite location was reviewed to ensure that physical assets are protected and environmental controls are in place. Their limits to access with access documentation and records of all personnel entry were evaluated.

· An evaluation of the contract with MDAC was made to ensure that the vendor cannot provide escape clauses in times of threat or danger to the client and ensure that the MDAC will keep the client informed of any changes in prescribed level of customer satisfaction bench marks. In addition, an evaluation was made to ensure that MDAC carries sufficient insurance to cover damages from other events. 

· The Business Continuity Plan (BCP) for MDAC and Anthony’s Orchard was reviewed and examined.
· The BCP correctly identifies and prioritizes the systems and other resources required to support critical business processes in the event of a disruption.

· Auditors confirm that MDAC tests and approves the BCP once a year. 

· Auditors reviewed that MDAC changed and updated the BCP after testing.  

· Anthony’s Orchard BCP tests were conducted in February during Anthony’s Orchard’s off-season. 

· Physical controls were tested on servers at MDAC.


	MDAC Security

	All equipment is located on the third floor of the MDAC building. All of the servers are located on this floor. On entry to the third floor, a two level security system is required: one, a unique badge given to each person at time of employment must be swiped at the door; and two, a unique palm print signature must be provided to verify identity. The door only allows one person to enter at a time. The second door will open if one person comes in.  If more than one person enters, the second door will not allow them to entry. A window allows the personnel on the inside to observe all people trying to enter. Personnel cannot override the system. Cameras are installed by building security on all locations. 

All equipment on the third floor has a serial number. All servers have a logical unit number. The firewall in the system is actually held in another system that is directly wired to the Internet. This system is physically separate from the main operating client/servers. The front systems provide packed security and IP security. Security software is placed to help detect unwanted dangerous material. The system uses neural networks and other software in this protection.  After the information has been checked and cleaned, the information is passed into the real client/servers. When the real client/servers pass information back to the Internet the system uses a different communication router to pass on the information into the network.

All MDAC equipment is protected against the use of USB stick attachments. No employee is allowed to download any file or program on a USB file device. No outside programs are allowed to upload to the system within the client/server environment.  

All users in the MDAC system at headquarters must sign in with a user name and password. Every 90 days the password must be changed. Al passwords must have letters and/or characters and one number. 

· The Chief Information Officer at MDAC is in charge of all passwords. 

· All programs within the MDAC systems have a version and release number.

· All application programs have version number, release number, and customer number for changes for a specific customer.

· All changes to application code are maintained in source code and object code. 

· All changes to application code are documented in the system with proper explanation by code development. 

· All changes to application code are updated with proper approval by Director of Application code.

· Production of application code:

· All application software must be run by System Production Team.

· All application software must run most recent version, release, and changes.

· No source application code can be run by source code development without the System Production Team’s knowledge and approval.

· No changes to the production application software can be made without approval of the System Production Manager.



	Evaluate the organizational structure and access to system program controls for Anthony’s Orchard. Write a 2- to 3-page paper discussing the MDAC system and controls. 
· How would you delegate duties differently? 
· Did the organization use enough methods of asset protection and control provided by those methods? 
· What are the risks associated with the system? 
· What would you have done differently with system program control to improve asset protection? 
· Overall, does Anthony’s Orchard have an effective disaster recovery/contingency plan? 
Your 2– to 3–page paper should reflect the application of the resources presented this week, as well as knowledge gained from previous weeks’ required or optional readings.


	Be sure to support your work with specific citations from this week’s Learning Resources and any additional resources.

By Day 7 save your Application as a “.doc” or “.rtf” file with the filename last name+your first initial_Week7. For example, Susan Ride’s assignment filename would be “RideS_Week7”. In the Dropbox, click on the Submit an Assignment link, choose the Week 7: Application basket, and then add your Application as an attachment.




